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ABSTRACT

One of the primary authentication mechanisms defined for the 5G system is the 5G-Authentication
and Key Agreement (5G-AKA) protocol. It is set to be used in the next generation of mobile
communications but has several serious flaws such as privacy issues, vulnerability to traceability
attacks, and has de-synchronization problem. To deal with these issues, An Braeken presented a
lightweight authentication mechanism that provides security features not present in 5G-AKA, but
the scheme fails to provide perfect forward secrecy. Later Munilla et al. introduced an improved
version of the Braeken authentication scheme that claims to provide perfect forward secrecy but is
computationally expensive and prone to DoS attacks if the size of the server database is large. Taking
this in view, we propose a cost-effective scheme that provides all the security features, including
perfect forward secrecy. We do the informal (non-mathematical) and formal analysis (using the
ROR, GNY, and Scyther tool) of the security properties of the proposed protocol and show that the
proposed protocol provides all the security features. Furthermore, we measure the performance of the
proposed protocol in terms of energy consumption and computational, communication and storage
costs. The evaluation results show that the proposed protocol takes significantly less cost than most
of its competitors. In addition to this, we also compute the performance of the proposed protocol
under unknown attacks in terms of computational, communication, and energy consumption costs.
The outcome of analysis shows that the proposed protocol takes very less overhead under unknown

attacks compared to its competitors.

1. Introduction

Due to recent advancements in wireless and mobile tech-
nology, mobile services have exploded significantly. More
than 5.2 billion individuals, or 67 % of the global population,
had subscribed to mobile services by the end of 2019. Al-
though 4th Generation (4G) mobile technology is now preva-
lent, 5th Generation (5G) technology is rapidly evolving and
is predicted to account for more than 20% of worldwide
connections by 2025 [1]. The new mMTC (massive Ma-
chine Type Communications) service, which improves on
the existing NB-IoT (Narrow Band-Internet of Things) and
LTE-M (Long Term Progression Cat-M1) services released
in 2015, will make IoT networks an integral component of
the 5G evolution. With the number of worldwide IoT con-
nections estimated to nearly double between 2019 and 2025,
mMTC is designed to handle connection densities of up to
one million devices/ and ultra-low-cost devices, with ultra-
low-cost operation and maintenance (battery life of 10-15
years)[2]. However, Mobile technology security has been
revealed as a critical issue that may derail or at least postpone
large-scale implementation due to privacy issues discovered
in previous mobile network generations. The 3GPP consor-
tium (3rd Generation Partnership Project), which created
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the 3G and 4G standards and is now working on 5G, has
already established a security architecture for 5G systems
[3] that is 5G-AKA(Authentication and Key Agreement).
However, 5G-AKA fails to provide the session-unlinkability,
perfect forward secrecy, protection from malicious SN, and
de-synchronization attack [4, 5, 6]. Several symmetric or
asymmetric encryption-based solutions have been proposed
to address these issues. However, they all contain security
flaws that make them unsuitable for practical deployment. As
aresult, there is an urgent need to provide an authentication
mechanism that meets all security requirements, as current
protocols fail to meet.

1.1. Motivation & Contributions

Authentication and key agreement (AKA) protocols such
as 5G-AKA, 5G-EAP-TLS, and EAP-AKA’ which mutually
authenticate subscribers, and operator networks are princi-
pally used to offer security and privacy for 5G communica-
tion. These protocols have been modified and standardized to
safeguard subscribers’ identities using randomized public-
key encryption. Unfortunately, despite these improvements,
these protocols are vulnerable to a variety of privacy attacks
[6, 7], including a replay attack that violates the unlinkability
[8] initially devised for previous mobile telephony networks.
As a result, several modifications of the 5G-AKA protocol
have been suggested in the literature. Some of these vari-
ants [6, 7, 8, 9, 10, 11] use public-key encryption and are
computationally expensive for ultra-low-cost IoT devices.
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Others [4, 5, 12, 13, 14] use symmetric encryption for au-
thentication to reduce the computational cost. Though these
protocols are lightweight and ideal for ultra-low-cost IoT
devices but have some serious vulnerability issues such as vi-
olation of perfect forward secrecy and session-unlinkability.
To address these issues, An Bracken [15] introduced a
lightweight authentication protocol that includes security
characteristics not available in 5G-AKA. Later, Munilla et
al. [16] offered an upgraded version of [15], since [15]
did not offer perfect forward secrecy. While his proposed
authentication technique assures perfect forward secrecy, it
does have some drawbacks, such as being prone to DoS
attacks if the database is large and high computational cost.
Our study reveals that all existing protocols are inappropriate
for realistic deployment in 5G communication, driving us
to develop a secure and cost-effective protocol against the
above-stated attacks.
Our contributions are as follows:

1. We propose an improved version of the protocol given
in [15], which provides all the security features, espe-
cially perfect forward secrecy, session-unlinkability,
session temporary key material leakage protection,
non-repudiation, and is very cost-effective.

2. We do the informal (non-mathematical) and formal
analysis (mathematical) of the security properties of
the proposed protocol using the ROR logic, GNY
logic, and Scyther tool. The comparison of the secu-
rity properties of the proposed protocol with the exist-
ing protocols show that the proposed protocol meets
all those security requirements which are missing in
the other schemes.

3. The test-bed experiments on various cryptographic
primitives have been performed under two scenar-
ios that are server and Raspberry PI settings using
the broadly accepted “Multiprecision Integer and Ra-
tional Arithmetic Cryptographic Library (MIRACL)
[17]”

4. We compute the costs of the proposed protocol in
terms of energy consumption, computational, com-
munication, and storage costs. The cost comparison
of the proposed protocol with the existing schemes
shows that the proposed protocol is the least costly.

5. We evaluate the performance of the proposed protocol
and its counterparts under unknown attacks, reveal-
ing that the proposed protocol takes significantly less
overhead when unknown attacks happen as compared
to most of its counterparts.

1.2. Outlines

In Section 2, we summarise the existing literature of 5G
authentication, including the research gaps. Preliminaries
and background used in the paper are provided in Section 3.
Section 4 presents the security analysis of Braeaken’s proto-
col [15] and Section 5 describes the proposed protocol. Fur-
ther, informal and formal security analysis of the proposed
protocols are discussed in Section 6 and in Section 7, respec-
tively. The performance of the proposed protocol along with

existing protocols are demonstrated in Section 8 followed by
the conclusion in Section 9.

2. Related Work

This section examines the current state-of-the-art solu-
tions for 5G authentication, which are classified into two

types.

2.1. Symmetric encryption based authentication
protocols

In the symmetric encryption-based authentication pro-
tocols, the secret key is used to encrypt and decrypt the
exchanged message. The authentication protocols [4, 5, 12,
13] are lightweight, but they fail to offer perfect forward
secrecy, insider attack protection, and session-unlinkability.
Cao et al. [14] presented a Chebyshev chaotic maps-based
authentication protocol. Although it ensures forward se-
crecy, it is computationally expensive since it requires a
trusted Key Generation Centre (KGC) to generate the secret
keys for the UE's and SN’s. To address these issUE's, a
lightweight authentication scheme [15] was proposed that
provides session-unlinkability. An upgraded version of the
[15] was introduced by Munilla et al. [16] that looked at the
security aspects of [15] and came to the conclusion that it
does not give perfect forward secrecy. The authors proposed
a protocol that provides perfect forward secrecy but involves
much computation on the server end.

2.2. Asymmetric encryption based authentication
protocols

In asymmetric encryption-based authentication, differ-
ent keys are used to encrypt and decrypt. 3GPP has sug-
gested 5G-AKA [1] as an authentication protocol for 5G
communication. The security features of the 5G-AKA were
researched by [9, 18], and it was discovered that the 5G-AKA
had significant vulnerabilities such as location privacy, de-
synchronization, and unlinkability attack. Aside from that, it
fails to keep perfect forward secrecy. Koutsos [9] looked into
the security features of the 5G-AKA and discovered that it
has several weaknesses. A modified version of the 5G-AKA
has been presented in [6], which addresses all of the 5G-
shortcomings and offers additional features such as perfect
forward secrecy and post-compromise security by slightly
changing the 5G-AKA. Madea [11] presented a blockchain-
based authentication solution that employs both symmetric
and asymmetric encryption techniques. Although it offers
perfect forward secrecy, it falls short of traceability. Li et
al. [10] proposed an authentication scheme that combines
ECC, symmetric, and asymmetric encryption and provides
session key confirmation and forward secrecy. Yuchen [7]
proposed an authentication scheme based on symmetric and
asymmetric encryption, which allows for perfect forward
secrecy but not untraceability.
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2.3. Shortcomings in the existing authentication
protocols
We identified following issues in the existing protocols
after doing the literature review.

e Perfect forward secrecy: The majority of symmetric
encryption-based authentication protocols [3, 4, 5, 12,
13, 14, 15] do not guarantee perfect forward secrecy.

e Session-unlinkability: The bulk of authentication pro-
tocols [3, 4, 5, 12] do not provide the session-unlinkability
feature.

e Privacy Attack: The authentication protocols [3, 5] are
subject to privacy attack.

e De-synchronization attack: The authentication proto-
cols [3, 4, 13] face the de-synchronization problem.

e Stolen device attack: The authentication protocols [4,
12] are prone to stolen device attack.

3. Preliminaries and Background

This section introduces the preliminaries and provides
background information.

3.1. Network model
The three entities that make up the 5G network model
are as follows:

e User Equipment (UE): It is the user’s physical equip-
ment, which is usually a smartphone or an IoT device.
UE has a cryptographic chip called Universal sub-
scriber Identity module (USIM) that saves subscriber
data and performs the security tasks required for the
5G AKA protocol to work.

e Serving Network (SN): It is the antenna or base station
to which UE is communicating, such as when roam-
ing. In 5G, the Security Anchor Function (SEAF) of
the SN serves as an intermediary between the UE and
its HN in the authentication process.

e Home Network (HN): A subscriber’s Home Network
(HN) is responsible for user authentication and be-
longs to the subscriber’s service provider. It has a
database with information about each of its sub-
scribers’ authentication.

The subscriber communicates with the server’s base station
(SN) via an insecure wireless channel through his phone
(UE), whereas the SN communicates with the HN on the
right via a secure (wired) channel [15, 16]. We make the
following assumptions about the network same as [15, 16,
19].

e We assume HN and SN as one single entity for clarity
and without security implications, similar to [9, 15,
16] by integrating the SN with the HN. This is because
the SN just relays data from the UE and HN. The HN

is in possession of the UE’s secret key information and
is capable of computing all of the required data for the
authentication procedure, which the SN subsequently
sends back to the UE. A secure and authorized channel
is considered between SN and HN, as indicated in the
standard [3] -[TS 33.501, Section 5.9.3]. As a result,
focusing on communication between UE and HN is all
that is required.

e We assume that the attacker does not have access to the
secrets kept in the tamper-proof hardware at UE and
HN' s database [15, 16, 19]. This is due to the fact that
it can be believed that physical access to the servers
that contain such secrets is challenging, and tamper-
proof security is very high [15].

Secure Channel
(Registration Phase)

|
[~Insecure Channel Secure channel
L
St

~

UE (USIM) erving Network (SN) Home Network (HN)

T‘ (Authentication) _

Figure 1: Proposed system model for 5G

3.2. Threat model

The proposed protocol consider the well-known Dolev-
Yao (DY) [20] and CK-adversary [21] threat models to
examine the robustness of the proposed protocol. According
to these threat models, the adversary’s (A) capabilities are
as follows.

e Messages exchanged across open wireless channels
are completely under A’s control, and they can be read,
deleted, or changed.

e Because trying to guess two values at once, such iden-
tity and password, is a "computationally infeasible
task." In a polynomial amount of time, A can only
predict one value.

e A can capture the exchanged messages from many
sessions and perform tracability attack.

e A is capable of launching a man-in-the-middle attack
by acting as a middleman. When two parties think
they are speaking directly to one another, A can repeat
modified versions of their communications.

e A can obtain the private key of both the communicat-
ing entities (i.e., UE and HN) at the same time.

3.3. Design Goals of AKA protocol for 5G
The expected function and security aims of AKA proto-
cols [15, 16, 18] are outlined below.
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e Session-unlinkability or Unlinkability: If an attacker
intercepts the previously exchanged messages of two
successful authentication sessions, he or she will not
be able to relate them with each other or to the user’s
location.

e Privacy attack protection: The user’s identity cannot
be deduced from the transmitted messages.

e Resistance against replay attack: Use a nonce or times-
tamp in the transmitted message to provide replay
attack prevention.

e Perfect forward secrecy: It ensures that even if the
attacker get the long-term credentials, he or she is
unable to retrieve the previous session keys.

e Resistance against session temporary key material
leakage: Even if the attacker obtains all computed and
intermediate data, he will be unable to infer the session
key.

e Impersonation attack protection: Eavesdropping or
capturing the exchanged message will not allow an
attacker to impersonate UE and HN.

e Resistance against stolen device attack: Even if the at-
tacker obtains secret data stored on the device through
physical access, he will be unable to derive the previ-
ous session key.

e Resistance to de-synchronisation attack: If an authen-
tication process is interrupted before it is completed,
any secrets or sequence number that were modified
during the aborted process will not affect the next
round of authentication.

e Non-repudiation: It assures that one party is able to
prove origin of the message to third party, without
leaking crucial key data of the second party.

4. Analysis of Braeken scheme [15]

An Braeken designed a lightweight authentication mech-
anism to overcome the security flaws of 5G-AKA. The
authentication mechanism uses the hash function and x-or
operation to secure the authentication. There are two phases
in the authentication scheme namely: 1) registration phase
and 2) authentication phase.

4.1. Registration phase

In the registration phase, the HN chooses a random
number K. Using K,,, master key K,, and common shared
secret key K for each UE with identity id, it computes a,, =
id®h(K,, K,),b, =a,®K,®K, and c = h(K,,, id). After
computing (a,, b,, ¢), the HN securely shares the parameters
<id,a,,b,, c,n, K >with UE and stores < K, (K, n,id) >
into its database.

4.2. Authentication phase
e If HN and UE are synchronized then UE computes
h, = h(K,id,c,a,,b,,n), increments its sequence
number and sends < a,, b,, h, >, to the HN. If HN
and UE are de-synchronized then UE selects a random
number r, in order to compute y, = a, ® id ® r,,
Z,=n®hK,r,,y,), h,=hK,id,c,a,,b,,n,Z,),
increments n by one and sends < a,, b,, h,,y,, Z, >
to the HN.

e When HN receives the message < a,,, b,,, h,\a,, b,, ¥,
Z,,h, >, if UE and HN are synchronized then HN
derives the random number K, = a, ® b, ® K,
in order to compute id = a, ® h(K,,K,), C =
h(K,,,id). After getting the id, HN extracts the stored
credentials from the database and computes the re-
sponse h: = h(K,id,c,a,,b,, n) for ne{n....n+ AN
with /\ a predefined fixed sequence numbers and
verifies (h, == h}). If it matches, then it believes
that UE is authentic, otherwise it discards the process.
if UE and HN are de-synchronized then HN derives
the random number K, = a, ® b, ® K,, in order
to compute id = a, ® h(K,,K,), C = h(K,,id),
r, = (a,®id ®y,), n = Z,® hK,r,y,
and then h; = h(K,id,c,a,,b,,n, Z,). Afterwords,
it compares (h, == h;), If (h, == h}) and n
is larger then n* sequence number stored in HN’s
database. HN believes that UE is authentic and se-
lects two new random numbers f,,;, K, in order
to compute a,,, = (id & h(k,,K,,1)), b1 =
(a1 ® K, ® K1), 1 = (A(fyq1-¢) @ ayyy)s
H = (h(fn+l’c) @ bn+l)7 a = (C @ fn+l) and
common key Kgpar = (WK, fop1.0 4.0 + 1)),
f=nKgEgar> Api1>buyt,id, c). After computing the
authentication response (g, i, u, @), HN forwards this
to UE.

e When UE receives (f, 7, i, a), it extracts f,,; = (¢ @
@) in order to compute a, | = (WD I(f,;1,¢)), b,y =
(U ® h(fpi150))s Kspar = (WK, frp1-1 pon + 1)),
After computing theses credentials, UE verifies the
response f* = WKgpap, ape1sbps1»id, c) with the
received f. If it matches, then UE believes the HN is
authentic and starts communication.

4.3. Cryptananlysis on Braeken protocol

Monilla et al. [16] presented a security analysis of [15]
which shows that it does not satisfy the perfect forward se-
crecy. In fact, the scheme of [15] never claimed to satisfy the
perfect forward secrecy feature. Monilla et al. [16] proposed
the use of hash chains to include these features.

4.3.1. Perfect Forward Secrecy

Braeken’s scheme violates the perfect forward secrecy
also shown by Munila et al. [16] because it uses the static
key K, similar to the 5G-AKA standard in order to limit the
amount of changes. Therefore, if an attacker obtains the long
term credentials such as (K, ¢, id, n) then he can derive all
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the previous session keys. The steps below show how the
Braeken protocol breaks perfect forward secrecy.

o Attacker captures the exchanged messages < a,,, b,,, h,,\
a,,b,,y,, Z,, h, >, of previous authentication ses-
sion.

e Obtains access to confidential data (id, K, c, n) stored
on UE’s USIM card.

e Attacker has (a,, b,, c, K, n). So, it gets the sequence
number of session i as follows: for synchronization
case: compute & = (K, id,n,c,a,,b,) forj =(n—1:
—1 : 1) until (h* == h;): then set n; « j and for the
de-synchronization n; = Z, & h(K,r,, y,).

o Now attacker has n; for sesion i, then he or she can ob-
tain the session key Kgp4r, = h(K, fp1, u:1,a,11)
for it session.

5. Proposed Protocol

In this section, we present a improved version of Braeken
[15] authentication scheme. We update the long term key
K and certain hash functions in order to be able to offer
resistance against session temporary key material leakage
and non-repudiation in addition to perfect forward secrecy.
At the same time, the proposed scheme is also more cost-
effective as compared to protocols proposed in [15] and
[16]. There are two phases in the proposed protocol outlined
below.

e Registration phase: In this registration phase, UE ob-
tains the USIM that stores secrets via secure channel.

e Authentication phase: In this phase, UE and HN au-
thenticate each other and securely generate the session
key for data confidentiality and integrity.

5.1. Registration phase

In the registration phase, HN computes the following
parameters for UE with the identity UE,,. It first selects a
random number R;, key K and flag (f) = O in order to
compute A = (UE;; @ H(K,,,R)), B=(A® R, ® K,,),
K, = H(KI[f], Ry). Afterwards, HN securely shares these
credentials (A, B, Ky, f, n, UE,;) with the UE and saves the
(K, (UE,;;,n,K[0] = K{, K[1] = K)) into his database.

UE,,; represents SUPI of the UE, n is the sequence
number (initially n = 0), and K, is the secret key of HN,
which is the same for all users, but it is not shared with them.
K; and K are the short-term keys shared with UE and HN
respectively. K,, and UE’s data in the server database are
stored in different places as in [6, 15, 16].

5.2. Authentication phase

In the authentication phase, UE and HN prove their
authenticity and securely generate a session key for data
transfer using the pre-shared secrets.

e UE selects the random number R, in order to compute
1 =HK)DRy),J =@ HK,Ry), F =
HWUE;,; || HK) || £ I »n || Ry). Afterwords it
forwards (A, B, Fy, f,1,J) to HN and increments n
by one.

o Upon receiving the message (A, B, Fy, f,1,J), HN
firstextract UE;; = A@ H(K,,, A® B® K,,) in order
to extract the secrets (n, K[f]) stored in database.
Thereafter, it computes R, = I & H(H(K[f],A &
B @ K,)), and from R,, it extracts n* = J @
(H(H(K[f],A & B @ K,,)), R,y) then checks that
n > n* and ne{n.....n + A} with A a predefined fixed
threshold value. Denote by n the value which satisfies
the equality. If it does not meet value of n inside
range A, HN aborts the process. Now it computes the
F* = HUE, | HHKI[f.A® B®K,) |
f Il n || Ry and compares {F, == F;*}. If
it matches then HN believes that UE is authentic,
increments »n by one and selects the random number
R; and new key K, in order to compute A,,,, =
(UEid 2] H(Km’R3))’ Bnew = (Anew 2] R3 2] Km)’
Kspar = HR, || HK[f,A® B®K,) || n+ 1),
K" = H(K,,,,» R3), D; = (K;"""®H(K[f],A®
B®K,)® Ry). D, = A, ® H(K,"", Ry), D3 =

Bnew ® H(RZ’ Klnew) and F2 = H(KSEAF “ Anew “

B,...)- It sets K[(f + 1)mod2] = K,,,,, and sends the

(Dy, Dy, D3, F,) to the UE.

e When UE receives the (D, D,, D3, F,) then it ex-
tracts the K" = D; & K; @ R, in order to
compute A,,,, = D, ® H(K,"", R,), B, = D3 ®
H(Ry, K\""),Kspar = H(Ry | Ky || n+1), /" =
H(Kspar | Apew | Byey), compare {F, == F,*}.
If it matches then UE believes that HN is authentic and
saves the K g 4 and replaces the old secrets with the
new, (K; « K", A « A B <« B,,.,.f[ <
(f + Dmod?2).

new?

6. Informal Analysis of the Proposed Protocol

In this section, we do an informal assessment (non-
mathematical) of the proposed protocol to confirm that it
satisfies the security requirements stated in Section 3.3.

Proposition 1. The proposed protocol provides mutual
authentication.

Proof. When HN receives (A, B, F|, f, I, J), it extracts
R, and n to compute the F[F After that, HN compares
{F 1* == F, }, if they match, HN believes that UE is authentic
because only UE knows secret K; included in F;". On the
other side, when UE receives the authentication response
(Dy, D,, D3, F,) from HN, it extract K;"**, A,,,, and B,,,,,
in order to compute K g 4 and F'. After that, UE compares
{FZ* == F,}, if they match, UE believes that HN is
legitimate because Kgp,p included in F' cannot be com-
puted without knowing the secrets K; and K,,; otherwise,
UE aborts the authentication process. Hence, the proposed
protocol provides mutual authentication.
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User Equipment (UE)
(K1, UEi4, £, A, B, n)

Home Network (HN)
(K, (UEiq, (K[0]=K;, K[1]=K), n))

+ Selects random number Rp

« Compute I=H(K1)@®R2

« Compute J=n@H (K1, R2)

« Compute F1=H(UEjq || H(K1) || £ || R2 |In)
* n=n+1
(A, B, F1, £, I, 3)
—_—

« Compute UEjq = ADH(Ky, AGBOKy)

« Extract Ry = IDH(H(K[f], ADBDKy)),

« Extract n*=J®H((H(K[£], A®B®Kn)), R2)

« Compute F1* = H(UEjq||H(H(K[£], ADBOKy))|I£|IR2l1n),
« compares if {F1= = F1*, n>=n* & ne{n....... n+A}},

+ Then n=n+1.

+ Select random number R3 and new key Kpey

+ Compute Apnew= UEid®H(Km, R3), Bnew=Pnew®R3®Knm
« Compute K;"®%=H(Kpey, R3),

« Compute Kggarp=H(R2 || (H(K[f], A@B®Kp) || n+l)
+ Compute D1=K;"®¥@ (H(K[f], AGBOKn) Rz,

« Compute D=Apey®H (K", Rp)

« Compute D3=Bpey®H(R2, K;"®V),

« Compute F=H(KggaF||Anew! |Bnew)
* Sets K[ (£f+1) mod 2]=Kpey

{p1, D2, D3, F2)
L P2 D3 F2)

« Extract K;"®¥=D;@®K;®Ry

« Compute Kggap=H(R2||K1||n+1)

« Extract Apeyw=D2®H (X;"®%, Rp),

« Extract Bpey=D3®H(Rp, K W)

+ Compute F2*=H(KggaF!||2new! |Bnew)

« Compare if (F2==F2')

- Update and Store Ki<-K;™®¥, A<-Ap.,, B<-Bney,
. Update £<-[(£+1) mod 2]

Figure 2: proposed protocol

Proposition 2. The proposed protocol preserves Perfect
Forward Secrecy.

Proof. Even if long term secrets UE,;, K,,, of the pro-
posed protocol are compromised, the attacker cannot derive
the session keys Kgpap = H(R, || Ky || n+ 1) of previous
sessions because of K| and R,. UE and HN update their
secret key K after every successful authentication session.
As aresult, knowing UE;;, K,, will provide no insight to the
attacker into the secret short-term Key (K) and the random
number (R,).

Proposition 3. The proposed protocol provides session-
unlinkability.

Proof. This attack is impossible due to the use of tem-
porary identities A and B, which are updated after each
successful authentication request. The temporary identities
used in two different successful authentication sessions are
entirely independent of each other. Suppose the attacker
captures the previously exchanged message of the different
successful authentication sessions. In that case, he cannot
link the messages of one successful authentication session to
another successful authentication session because identities
(A, B) and authentication responses are computed using new
random numbers in each session. As a result, an attacker can
not relate messages of one successful authentication session
to another.

Proposition 4. The proposed protocol is resilient against
replay attack.

Proof. In the proposed protocol, sequence numbers are
employed in every message to ensure that message can not
be replayed. When HN receives (A, B, Fy, f, I, J) from UE,

it extract n from J and checks that n > n* (n* is the sequence
number stored in HN’s database) and ne{n.....n + A} with
A a predefined fixed threshold value. If n extracted from J
does not meet these two conditions, HN aborts the process.
Therefore, the proposed protocol is resilient against replay
attack.

Proposition 5. The proposed protocol is resilient against
privacy attack.

Proof. The identity of UFE is always transmitted in the
masked form in the proposed protocol. As a result, collecting
the exchanged messages (D;, D,, D3, F,),(A, B, Fy, f,1,J)
will not provide any information regarding the identity of the
UE. Hence, the proposed protocol is resilient against privacy
attack.

Proposition 6. The proposed protocol is resilient against
session temporary key material leakage.

Proof. Even if the attacker obtains the secrets com-
puted and stored during authentication process such as
(Ry, R3, UE,;4,n, A, .., Bpows A, B), he will be unable to
deduce the session key Kgparp = HRy || Ky || n+ 1)
because R; and K; are computed but not stored during the
authentication session. Therefore, an attacker can not deduce
the session key even if he can access the computed and stored
secrets during the authentication session.

Proposition 7. The proposed protocol is resilient against
impersonation attack.

Proof. In order to impersonate as UE or HN, the attacker
must compute the legitimate message. The proposed proto-
col uses the random numbers R;, R,, R; and the dynamic
key K; and K, making it difficult for an attacker to compute
the forged message. Thus, the proposed protocol is resilient
against impersonation attack.

Proposition 8. The proposed protocol is resilient against de-
synchronization attack.

Proof.

e De-synchronization due to sequence number: The se-
quence number is used in all the messages in the
proposed protocol. UE increments the sequence num-
ber before sending the first message to HN. When
HN receives the message, it verifies the received se-
quence number, increments its sequence number, and
increases the threshold value of the sequence number
domain. If the attacker replays captured messages to
HN, HN will find out that the messages are replayed
because the received message’s sequence number will
be less than the HN’s sequence number.

e De-synchronization due to key updation: AN main-
tains a table with two entries and stores two keys
in it (i.e., current key K, and future key K,,, ). UE
keeps a flag (f) which decides the key used in the
new session. When UE sends the message to HN, it
includes the flag (f) in the message. After receiving
the message from UE, HN uses the key at the table
entry [ f], selects a new key, and stores it in the table
entry [f]. On the other side, when UE receives the
message from HN, it toggles the flag value. We now

Awaneesh Kumar Yadav.: Preprint submitted to Elsevier

Page 6 of 17



Short Title of the Article

show that whenever HN receives a message from UE
with a flag (f), the correct key K is always at the
entry table [f]. Let us assume that at time ¢, UE’s
flag is f, and the correct key is stored in the AN at
location table [ £]. When UE starts the authentication
protocol following possibilities may arise: (i) Message
from UE to HN is lost. When UE runs the protocol
again, UE’s flag is f, and the correct key is stored in
the HN at the location table[ f]. (ii)) Message from HN
to UE is lost but HN computes and stores the new key
at table [ /1. When UE starts the protocol again, UE’s
flag is f, and the correct key is stored in the HN at
location table [f]. (iii) Both messages are delivered.
When UE starts the process again, UE’s flag is [f],
and the correct key is stored in the AN at the location

tablet [f].

This shows that our proposed protocol is resilient against the
de-synchronization attack.

Proposition 9. The proposed protocol is resilient against
stolen device attack.

Proof. We assume that the secrets are stored in tamper-
resistant hardware in the UE and HN same as [15, 16, 19].
Still, suppose the attacker physically accesses the device by
stealing the device and gets the secrets (K, UE;;, n, f, A, B).
Even in that case, he will be unable to deduce the previous
session keys due to the dynamic updation of key and
sequence numbers. Therefore, an attacker cannot obtain
the key, random number, and session sequence number be-
cause they are updated after every successful authentication.
Hence, our proposed protocol is resilient against the physical
access of the device.

Proposition 10. The proposed protocol provides non-repudiation.

Proof. In the proposed protocol, HN can prove that the
received message is sent by UE without leaking the secrets of
UE to the third party because F; contains the hash of K. HN
can keep a copy of F|, UE,;, H(K,),n and R,. If UE denies
sending the message, then HN can provide these values to the
third party. F; can be computed again from UE,;;, H(K ), n
and R,. If both values of F| match, it confirms that UE has
sent the message because only UE knows these values and
can compute F|. Since the third party can only see the hashed
form of the key during the verification, not the original
credentials of the UE, this analysis shows that HN can prove
the origin of that message to a third party without leaking the
crucial key data of the UE. Therefore, our proposed protocol
provides non-repudiation.

Proposition 11. The proposed protocol is resistant against
the DoS attack.

Proof. When HN receives a request, it extracts the
sequence number and compares it with the range of sequence
numbers stored in HN's database. It proceeds in case of
a match; otherwise, it aborts the process. To verify the
freshness of the sequence number, the proposed protocol
only computes five hash functions, while the number of
hash functions computed in [16] are equal to the size of the
database. Therefore, if the attacker resends the old request,
the proposed protocol can verify the freshness by computing

only five hash functions while [16] requires to compute the
number of hash function equal to the size of HN’s database.
This shows that the proposed protocol is resistant to the DoS
attack.

7. Formal Security Analysis

This section demonstrate the formal verification of the
proposed protocol using Real-Or-Random (ROR) logic,
GNY logic, and Scyther tool to depict that proposed protocol
offer all the security feature as mentioned in Section 3.3.

7.1. Formal security analysis using ROR Logic

This section uses the ROR model proposed by Abdalla
et al.[22] to examine the hardness of obtaining the securely
generated session key during authentication by the adversary
(g0). The authentication protocol involves two entities: a)
User Equipment (UE), b) Home Network (HN). Let UE’
and HN’ represent the instances i and j of UE and HN
respectively. The ROR model assumes that the adversary
(g0) can delete, edit, insert and learn conveyed messages
during communication. In this model, g can use queries
listed below to simulate a real attack. EX in the following
discussion represents the instance k of entity E.

e Execute (UE', HN’): g captures or eavesdrops on the
exchanged message over the public channel between
instances UE' and HN .

e Reveal (E¥): g can use this query to get access to the
current session’s session key between UE and HN.

e Send (E*,m): g can capture a message and then can
either simply forward it to the other participant or can
forward it after modifying it. g can also generate a
message and can forward it to the intended participant
Ek. Responses received by g will be response gener-
ated by E* on the receipt of this message.

e Test (EX): This ROR-based query verifies the session
key security between UE and HN. An unbiased coin
is flipped before the game begins, and the outcome (0
or 1) is stored in a bit (). When ¢o runs this query, the
decision is made depending on the coin toss outcome.
Assume ¢ is running 7est, and session key (SK) is
new. If (R = 1), the participant returns a random
number; if (N = 0), the participant returns the session
key. Otherwise, a null value is returned

Furthermore, g and any other participant have access
to a random oracle, Hash, which is modeled as a collision-
resistant hash function.

Theorem 1: Consider an adversary (g) attempting to
break the session key (Sk) in polynomial time during the

L G ata)’
authentication phase. Then Advg, < -5 + - N

where g, q,, q,, M and N denote the number of Hash
queries, Send queries, Execute query, length of the hash
function output value and range space of random number
respectively.
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Proof: We present a proof that is similar to [23], [24]. We
demonstrate session key security of the proposed protocol
using a series of three games termed as G;, where i € {0, 1,
2} and an event Successgg, defined as " g can accurately
predict the random bit N in game G;, and its probability
to win the game G; is specified by Pr[Successg, ]." The
following three games are listed below.

Game(G() : In this game, g perform the real attack on
proposed protocol. Since, bit N is randomly selected at the
staring, so, from the semantic security, we obtain

Advg, = |2Pr[Success@Go] - 1] €))]

Game (G;) : In this game, g captures the exchanged
message < A,B,F|,f,I.J > < Dy,D,,D;,F, > to
perform the eavesdropping attack on proposed protocol by
executing the Execute query. Afterword, ¢ executes the Test
and Reveal query to find out that the return value is real or
random. Since, sessionkey Kgpap = H(Ry || K| || n+ 1)
is generated using the random numbers (R,, R3), keys (K),
and sequence number (n + 1). However, random numbers
used in session key generation are unknown to 0. So, o will
be unable to derive the .S K. Therefore, we can conclude that
¢ will be unable to win the game even if he or she capture
or eavesdrops the exchanged message. Thus, the winning
probability of G| and G, will be equal.

Pr{Successgg, 1= PrlSuccessgg,] 2)

Game(G,) : In this game, g executes the Send query in
order to model it as an active game. The term used in ex-
changed messages < Fy, F, >and< A, B,1,J, D, D,, D5 >
are protected by the hash function, random numbers, and
nonce. Therefore, go will never obtain the random numbers
and nonce from the exchanged message because of the
collision resistance nature of h(.). As a result, there is no
collision when the Hash query is run. The G, will be the
same as G, except for hash collision and random number
collision. So, we can obtain the following result by adopting
the birthday paradox

2
qh (qs + qe)2
2M+1 2N
3)

Pr[Success@G] ] —Pr[Success@Gz] <

As all the games have been executed, g must conjecture the
exact bit c. Hence, it follows

1

Pr(Successgg,] = 3 4)
from Eq( 1) ( 2), and ( 4), we can obtain
Advg, = |2Pr[Success@Go] —1]
1 1
EAdU@ = |Pr[Success@G0] - §| 5

= Pr[Success@Gl] - Pr[Success@G2]

Table 1
GNY Notations
Symbol Description
UE> M UE possess M.
UE <+ M | UE receives M and UE did not convey it
previously in the current session.
UE<M UE is told formula M, UE receives M.
UE |~ M UE once conveyed formula M.
UE |= ¢M | UE believes that M is recognizable or
computable.
UE |= | UE believes that M is not used earlier.
#(M)
{M}g M is encrypted using shared secret key K.
UE |= | UE believes that the secret key (K) is
UE & Hn | shared between UE and HN.

We get the following result from the Eq ( 3) and ( 5).
(g5 +q.)°
2N

2 2
qh (qs +qe)
Ad”go < 2_M + T

Hence, we can infer from the output that the adversary
cannot get the session key in polynomial time.

2
1 45
EAdU?J S 2M+1

(6)

7.2. Formal security analysis using GNY Logic

We use GNY [25] logic (i.e., extended version of widely
used BAN Logic) to do the mathematical analysis of the
proposed protocol, which reveals that UE and HN mutually
authenticate and securely share the session key for data
confidentiality and integrity [26, 27].

Let UE and HN represent two principles, and M repre-
sent a statement. The notations used in GNY logic are shown
in Table 1.

7.2.1. Logical postulates
1. Being Told Rule (BT R)): If UE receives M and has
not yet conveyed it in this session, UE receives M.
UE<x M
UE< M
2. Being Told Rule (BT R,): If UE receives hashed form
and he has one of the two arguments (M, N), then
other argument is assumed to have been told as well.
Where F denotes a one-to-one function that is also
computationally feasible in its inverse.
UE<FM,N),UE> M
UE< N
3. Possession rule (PR;): If UE receives M then UE
can be assumed to possess M
UE< M
UE> M
4. Possession rule (PR,): If UE possess M and N then
UE can be assumed to possess (M, N)
UE> M,UE> N,
UE> (M, N)
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5. Possessionrule (PR3): If UE possess M then UE can
be assumed to possess H (M)

UE> M
UE> H(M)

6. Freshness rule (FR): If UE believes M is new, then
UE has the right to believe that any message contain-
ing M is fresh, as well as a computationally viable
one-to-one function of the message contents.

UE |= #(M)
UE |=#(M, N), UE |= #(F(M, N)),

7. Message Interpretation rule (M I R;) : if UE possess
M, N, UE believes M is shared between UE&HN,
and UE believes M & N are fresh then UEF is entitled
to believe that HN has sentthe M, N, and UE believes
that AN has sent the H(M, N).

UE <x H(M,N),UE> (M, N),
M
UE |= UE <—HN, UE |= #(M, N)
UE |= HN |~ (M, N),UE |= HN |~ H(M, N),

8. Message Interpretation rule (M I R,): If UE believes
that HN has sent the M, N and that the M is new and
fresh, then UE has the right to assume that AN holds
the M, N.

UE |= HN |~ (M, N), UE |= #(M)
UE |= HN > (M, N)

7.2.2. Initial assumptions for the protocol
The protocol’s assumptions are as follows:

H, : UE> K,
H, : UE> UE,
H; :UE>n

K
H, : UE |= UE — HN

UE;,
Hs : UE |= UE <— HN
H : UE |= #(n)
H, : HN 3 K,
Hg : HN>n
Hy : HN 3 UE,

K
Hy, : HN |= UE — HN

UE;y
H,, : HN |= UE «—— HN
H, : HN |=#(n)
H; : UE |= ¢(R,)
H, :UE>R,

7.2.3. Security goals of the proposed protocol:
The protocol’s security goals are as follows:
HN |E UE > (H(UEid’ H(Kl)’ fv R2))’

SEAF

K
HN |= UE |= UE «—— HN
UE |=HN > (Kgpufp, A B
Ksgar

UE |= HN |= UE «——— HN

new? new)

7.2.4. Idealized form of the proposed protocol:

The following steps demonstrate the idealized form of
the proposed protocol:
M,y:UE — HN: HN<: * (x (H(K))® * R,),
M, :UE — HN: HN<: % (* n® * H(K{, R,)),
M,:UE — HN, HN<:x (HxUE,; || HxK)) || f |l
#n || * Ry)),
M,: HN — UE: UE<t: * (% (K;"*“@® = H(K|) * ®R,),
My, HN — UE: UE<t* (A,,,,® * H(K™", R,)),
M,s3: HN — UE: UE<: (* B,,,® * H(R,, K"")),
My, HN — UE: UE<: * H(* Kgpup |l x A
),

new || * Bnew

7.2.5. Proof and derivation of security goals:
1. When the BT R;, BT R, and PR, rule is applied to
M, based on H-, the result is
S HN> R,
2. When the BT R, BT R, and PR, rule is applied to
M, based on H; and S, the result is
S, :HN>n
3. Applying the PR, rule based on S|, .S,, H; and H,,
we get
St HN3 (UEy | HK) || f | n ]| Ry)
4. Applying the PR; rule we get
Sy HN3 (H(UE;; [| HK) L £ |l 7 [l Ry)
5. Applying the F R rule on .S, based on S, and Hg we
get
Ss : HN [= #(H(UE, || H(K)) || f || Ry))
6. Applying the M I R, rule based on Sy, S5, and H,,
H,, we get
Se : HN |= UE |~ (H(UE;; || H(K) || f 1| Rp))
7. Based on Sg and S5, we apply M IR,
Syt HN |= UE> (H(UE, | HK)) || f 1| Ry))
8. When the BT R, BT R, and PR rule is applied to
M, based on H;, Hy,, the result is
Sg : UE> K™%
9. When the BT R;, BT R, and PR, rule is applied to
M, based on H, and Sy, the result is
Sy : UED A,
10. When the BT R, BT R, and PR, rule is applied to
M, based on Hy, and Sg, the result is
S0 - UE> B,,,
11. Based on Sy, S¢ and H; and H,,4, we apply the PR,
rule.
Sy D UE3: (Kspar | Apew || B
12. Applying the PR5 rule on S;;.
S12 : UE>: (H(KSEAF ” Anew ” Bnew))
13. We apply FR to S}, based on Hy,.
Si3 1 UES: (Kspar | Apew || Buew)
14. Based on Hy, Hs, S|3, and S, we apply the M I R,
Si4 P UE|= HN |~ (Kspar | Apew || Brew)s
15. M IR, is applied based on S, and §5.
Sis : UE|=HN 3 (Kspar | Apew || Brew)
16. From §; (i.e., Goal-1) and S5 (i.e., Goal-3), we
can conclude that UE believes that HN possesses
(Ksgar | Apew || Byew) and HN believes that UE

new)
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possesses (UE;; || R, || H(K;) || n) then UE and HN
both will believe that K ¢ 4 ¢ is shared between them.

So, based on that we can infer
KSEAF

Sy, : HN |= UE |= UE <25 HN Goal-2.

SEAF

K
S5 : UE |= HN |= UE «<—— HN Goal-4.

7.3. Formal security verification using Scyther tool

The proposed protocol’s security properties are verified
using the scyther tool [28] that has been shown benefi-
cial for checking and analysing security protocols, it sup-
ports a variety of adversary models, including the traditional
Dolev—Yao model, the CK model, and the eCK model [14].
As shown in Fig.3, Fig.4, and Fig.5, the validation outcome
depicts that our proposed protocol ensures all security claims
such as Alive (i.e., ensures that all the events are performed
by the communicating parties), Weakagree (i.e., ensures
that the protocol offer the protection from impersonation
attacks), Nisynch (i.e., ensures that the one party sends
all messages and that the other party receives them), and
Secret (i.e., unknown to attacker) specified by the scyther
tool [29, 30, 31, 32]. We test our proposed protocol in
B3 Scyther Modified 5G-AKA_Braeken_5G.spdl

File Verify Help
Protocol description  Settings

Verification parameters

=
[T =

Maximum number of runs
{0 disables bound)

Matching type

per daim =1

‘Additional backend parameters

Figure 3: Scyther tool result for proposed protocol

different parameter settings to show the proposed protocol’s
resiliency. There are three parameters: verification param-
eter, advanced parameter, and graph output parameter. The
detail description of these parameters are give in [33]. In the
first setup, we execute the protocol by setting the component
of verification parameters such as the maximum number of
runs 45 and matching type as typed matching, the component
of the advanced parameter such as search pruning as find
best attack, and the maximum number of patterns per claim
85 and at last graph output parameter to 32. The results are
shown in Fig.3. In the second setup, we execute the protocol
by setting the component of verification parameters such
as the maximum number of runs 100 (i.e., maximum) and
matching type as find all flaws, component of the advanced
parameter such as search pruning as find best attack and the
maximum number of pattern per claim 100 and at last graph

output parameter to 32. The results are shown in Fig.4. In the
third setup, we execute the protocol by setting the component
of verification parameters such as the maximum number of
runs 100 (i.e., maximum) and matching type as find all type
Sflaws, component of the advanced parameter such as search
pruning as find all attacks and the maximum number of
pattern per claim 85 and at last graph output parameter to
32. The results are shown on Fig.5. The execution results
clearly show that all the claims are verified and no attack is
found. As a result, we may conclude that the Scyther tool
found no attacks on the proposed protocol.
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Figure 4: Scyther tool result for proposed protocol
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8. Performance Measurements

In this section, we conduct a series of tests such as
security characteristic examination and overhead analysis to
assess the effectiveness of the proposed protocol.

8.1. MIRACL.-based testbed experiments
This section discusses the results of our experiments on
two different testbeds. For each testbed, we measured the
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Table 2
Computational time for a server of cryptographic-primitives
using MIRACL
Primitives| longest. Time | shortest. Average
(ms) Time (ms) time(ms)
Ty 0.00364 0.00301 0.00321
T,ks 0.00399 0.00326 0.00356
Trsa 481 461 4.69
Tiny 0.0192 0.0162 0.0165
Table 3

time under

Table 4

Comparison of security characteristics/ NOTE: V;: mutual
authentication; V,: Session-unlinkability or Unlinkability; V;:
Privacy attack protection; V,: Resistance against replay attack;
Vs: Prefect forward secrecy; Vj: Resistance against session
temporary key material leakage; V,: Impersonation attack
protection; V: Resistance against stolen device attack; V;: De-
synchronization attack protection; V;,: Non-repudiation; V;:
Resistance against DoS attack; V},: Testbed experiments; V,5:
Performance under unknown attack; V},: Formal Analysis /
Protocols-P/ \/—provides the security, x-fail to provide the
security.

Computaticr)]rjal time ' 't{/lalsR;jAl\)grLry Pl 4 setting for P | B [13] [14] [15] [16] ours
cryptographic-primitives using v,
Primitives| longest Time | shortest Time | Average v, >\</ >\</ y \\; \\j y
(ms) (ms) time(ms) AR N N NARY
Ty 0.038 0.029 0.0315 V,| % \/ \/ \/ \/ \/
Tips 0.045 0.038 0.041 Vil x | x X X \/ \/
Trsa 8.25 8.04 8.14 Vo| x | x X \/ X \/
T,vy 0.23 0.2 0.21 AR Y Y NARY
WX (X V[V
N . R S /A VAR VAR
computational time required for the various cryptographic Vil x | x \/ X X \/
primitives using the widely used “MIRACL library" [17]. V| x \/ \/ \/ X \/
MIRACL is a “C/C++ based programming software library Vo x |/ X X X [/
that has been already acknowledged as the standard library Vis| X | X X X x |4/
by the cryptographers [34, 35] for cryptographic primitives." Vis| X | AVISPA| Proverif,| Rubin| x | RoR logic,
The symbols Ty, Tygs> Trsa and Ty are used to repre- tool Scyther | logic GNY  logic,
sent computation time required to run “one-way hash func- tool Scyther tool

tion (SHA-256), (AES-128) encryption/decryption, (RSA-
2048) encryption/decryption and modular inversion opera-
tion," respectively. We performed the experiments in two
different scenarios: Desktop environment and Raspberry
environment, respectively.

e Scenario-1: A desktop as the Home Network (HN):
The first approach is implemented using the following
configuration: Intel(R) Core(TM) i7-3770 with 3.40
GHz clock, 8 GB RAM running Linux Ubuntu 18.04.6
LTS. We execute the each cryptographic operations
100 times to compute the average run-time (ms) based
on the longest and shortest run time (ms). Table 2
shows the experimental outcomes.

e Scenario-2: A Raspberry Pi as the IoT Device (UE):
The second approach is implemented using the follow-
ing configuration: a Raspberry Pi (Model: 4B, CPU:
ARM® Cortex®-A7, Cores: 4, and RAM: 8GB) was
deployed as (UE). We execute the each cryptographic
operations 100 times to compute the average run-time
(ms) based on the longest and shortest run time (ms).
Table 3 shows the experimental outcomes.

8.2. Security properties comparison

This section contains an informal assessment of the pro-
posed protocol in terms of security and functionality (mu-
tual authentication, session-unlinkability or Unlinkability,
privacy attack protection, resistance against replay attack,

perfect forward secrecy, resistance against session tempo-
rary key material leakage, impersonation attack protection,
resistance against stolen device attack, resistance against de-
synchronization attack, non-repudiation, resistance against
DoS attack).

The comparison result of Table.4 clearly indicates that
the proposed protocol is robust against all the security re-
quirements as well as offers the most desirable security
features such as perfect forward secrecy, resistance against
session temporary key material leakage, resistance against
stolen device attack, non-repudiation, de-synchronization
attack prevention, session-unlinkability or Unlinkability as
mentioned in Section 3.3. The proposed protocol offers addi-
tional benefits because the secret keys and other parameters
such as random number, identities and identifiers utilized
in the message exchange have been updated after each suc-
cessful authentication. Hence, it is quite obvious from the
analysis that the proposed protocol provides better security
as compared to [3, 13, 14, 16]. However, as compared to [15],
our proposed protocol provides additional security feature
such as perfect forward secrecy.

8.3. Computation cost

In this section, we compute the number of cryptographic
operations used in the proposed protocol and compares it
to other existing protocols. For comparison, the time of
cryptographic operations of MIRACL presented in 8.1 has
been used. For a server, we utilise the average computational
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Table 5 Table 7
Comparison of computation cost for mutual authentication Comparison of storage cost for protocols
protocols Protocols B1 | 23] | [14] | [15] | [16] | Ours
Protocols| UE side HN side Total time Storage (bits) | 2400 | 1056 | 1056 | 1216 | 1504 | 1000
(ms)
T, T T, 4
S rsa + 8Ty T 8.43 Table 8
13] 21Ty 12T 0.8 Comparison of energy consumption for protocols
[14] AT, +2T s+ | 4T +2T s+ | 42 par ey consumption for pr
17T, vy 15T,y Protocols [3] [13] | [14] | [15] | [16] | Ours
[15] 6T, 9T, 0.22 Energy 17.74] 1.69 | 30.48) 1.52 | 1.90 | 152
[16] 11T, 16T, 0.4 Consumption
Ours 8T, 16T, 0.3 (mj)
Table 6

Comparison of communication cost for proposed protocols/
No. of bits for identity=64 bit , timestamp and random
number= 160 bits. No. of bits required for AES symmetric
enc/dec= 128 bits. No. of bits for Hashed output= 256 bits.
No. of bits for public key enc/dec RSA = 2048 bits.

Protocols [3] [13] | [14] | [15] | [16]
Total (bits) | 2720 | 2560 | 2048 | 2304 | 2880

Ours
2304

time for various cryptographic operations given in Table 2
whereas, for UE, we utilise the average computational time
for various cryptographic operations given in Table 3. We
ignore the bitwise XOR operation as the time needed for an
XOR operation is negligible in comparison to other opera-
tions. The proposed protocol takes 8T at UE side and 16T,
at HN side which is = 0.3 (ms), while [15] requires 6T at
UE side and 9Ty at HN side which is & 0.22 (ms) and [16]
requires (117 ) at UE side and 16T at HN side which is =
0.4 (ms) for authentication. The ration behind this is that the
proposed protocol uses the hash function, which requires less
cost than symmetric and asymmetric encryption. Therefore,
we can infer that the proposed protocol is lightweight not
only the protocols [3, 13, 14] that use a combination of
symmetric and hash or combination of symmetric and asym-
metric but also the protocol [16] that uses only hash function
as shown in Table.5 and Figure 6a. However, compared to
[15], the proposed protocol has a somewhat greater cost
but offers additional security characteristics such as perfect
forward secrecy.

8.4. Communication cost

In this section, the number of bits transferred in the chan-
nel during authentication for the proposed protocol is com-
puted and compared to other protocols. We use the cost sug-
gested by NIST [36, 37] to evaluate the communication cost.
The proposed protocol requires (A, B, Fy, f,1,J),(D;, D,,
D;, F,) =~ 2304 bits, while [15] requires ((a,,, b,,, ¥,,, Z,,, I,),
(n, a, B, u)) ~ 2304 bits and [16] requires ((a,,, b, ¥,,» Z,,» A,
R,B,F,),(n,a,p, 1) =~ 2880 bits which clearly indicate
that proposed protocol requires less communication cost as
compare to [3, 13, 16]. However, slightly higher than [14]
and has the same as compared to [15] as indicated in Table.6
and Figure 6b.

8.5. Storage cost

In this section, we compute the memory required to store
the secrets in the device. We take the cost of operation
and size of credentials same as suggested by NIST[37].
The proposed protocol requires ((A, B, Ky, f,n,UE;;)) =
1000 bits while [15] requires (a,,, b,, id, c, n, K) ~ 1216 bits
and [16] requires (a,, b,,id,c,n,cnt, K) ~ 1504 bits in the
device. The proposed protocol takes less storage because it
does not need ¢ as required in [15, 16]. The outcome of
Table 7 and Figure 6¢ shows that proposed protocol requires
very less storage as compared to [3, 13, 14, 15, 16]. Hence,
we can infer that the proposed protocol is lightweight in
terms of storage cost.

8.6. Energy efficient

This section estimates the energy needed for the pro-
posed protocol and compares it to existing protocols. We
estimate the energy consumption similar to [23]. The en-
ergy usage of a "Strong ARM" CPU running at 133 MHz
doing various task is summarised as energy required for
transmitting a bit, AES symmetric enc/dec, Hashed output
and public key enc/dec RSA is 0.00066 mj, 0.00217 mj,
0.000108 mj, 15.3 mj, respectively. The proposed protocol
consumes (2304 = .00066 + 24 = .000108) ~ 1.52 myj,
whereas [15] consumes (2304 =« .00066 + 15 * .000108)
~ 1.52 (mj) and [16] consumes (2880 s .00066 + 27 =
.000108) ~ 1.90 (mj). The outcome of Table 8 and Figure 6d
shows that proposed protocol consumes very less energy as
compared to [3, 13, 14, 16] and has same as compared to
[15].

8.7. Message exchange

This section shows comparison of the number of mes-
sages exchanged of the proposed protocol with the existing
protocols. The comparison outcome shown in Table 9 clearly
shows that the proposed protocol requires only two message
exchanges that is less as compared to [3, 13, 14] which is
approximately half as compared to 5G-AKA and equal to
[15, 16].

8.8. Performance under unknown attacks

This section presents the energy consumption, compu-
tational, and communication overhead analysis under the
unknown attacks same as [31, 38, 39]. Although we have
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Figure 6: Comparison of (a) Computational cost (b) Communication cost (c) Storage cost, and (d) Energy consumption of

proposed protocol with its competitors.

Table 9

Comparison of message exchange for protocols
Protocols [3] [13] | [14] | [15] | [16] | Ours
Message 5 4 3 2 2 2
exchange

demonstrated that our proposed protocol is resistant to all
identified known attacks as mentioned in Section 3.3, there
will undoubtedly be some unknown attacks that we will be
unable to predict when they happen. In order to access the
performance under unknown attacks, we assume that when
an unknown attack occurs, the authentication process will be
terminated.

Cost guecess X (1 = P) + Costfa,-l X P

COStauerage = (1-P) @)

We use the Eq. (7) to analyse the performance under un-
known attacks. Where Cost .40, Tepresents the average
computational/communication/ energy consumption over-
head under unknown attacks. Costg,...ss represents total
computational/communication/ energy consumption over-
head for successful authentication, This has a probability
of P, the step in which the unknown attack happens is
entirely random, i.e., the chance of an unknown attack oc-
curring in step j is 1/n, where n is the total number of
signalling messages in a single execution of the protocol
and Cost s, (i.e. shown in Eq 8), represents the computa-
tional/communication/ energy consumption overhead when
unknown attack happen before step ;.

n
Cost 4 = Z Cost; % ®)
j=1

Table. 10 represents the average computational, commu-
nication, and energy consumption overhead under unknown
attack and Table. 11 and Figure 7 represents the impact
on performance when unknown attack occur. It is quite
clear that the proposed protocol takes very less overhead
as compared to most of its competitors. The reason behind
this is that our proposed protocol requires less computa-
tional/communication/ energy consumption cost as com-
pared to its competitors. Therefore, the proposed protocol
also performs better under unknown attack as compared to

[3, 13, 14, 16]. However, as compared to [15], the proposed
protocol has a slightly greater average computational over-
head, but it takes the same amount of energy and has the
same communication overhead under an unknown attack.

8.9. Discussion on comparison results

In this section, to demonstrate the effectiveness of the
proposed proposed protocol, we summarize the results ob-
tained in previous section.

e The comparison of security features of [3, 13, 14,
15, 16] with the proposed protocol, shown in Ta-
ble.4, clearly indicates that the proposed protocol pro-
vides better security and offers extra security features
such as perfect forward secrecy, resistance against
session temporary key material leakage, resistance
against stolen device attack, non-repudiation, de-
synchronization attack prevention, session un-linkability
or untraceability.

e We also compare the performance of the proposed
protocol with [3, 13, 14, 15, 16] which shows that
proposed protocol takes very less costs. Although, our
proposed protocol takes slightly higher computational
cost than [15] but provides the most desirable security
features such as perfect forward secrecy which [15]
does not provide.

e The comparative analysis shows that proposed proto-
col reduces the computational cost by =~ 97%, 63%,
93%, 25% as compared to [3, 13, 14, 16], commu-
nication cost is reduced by 16%, 10%, 0%, 20% with
respect to [3, 13, 15, 16], storage cost by 59%, 20%,
6%, 23%, 35% with respect to [3, 13, 14, 15, 16] and
energy consumption by 92%, 11%, 96%, 21% with
respect to [3, 13, 14, 16].

e We also analyse the performance of the proposed
protocol and its counterparts under unknown attacks,
revealing that the proposed protocol outperforms most
of its competitors when unknown attacks occur.

e Thus, the comparison analysis shows that our pro-
posed protocol provides better security, takes less
computation, communication, storage and energy con-
sumption costs and requires less overhead under un-
known attack as compared to most of its counterparts.
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Table 10
Average computational/ communication/ energy consumption overhead under unknown attacks for protocols

Protocols Computational Overhead (ms) | Communication Overhead (bits) | Energy Overhead (mj)
3] (Px(9.8147)/(1-P))+4.804 ((Px5561)/(1-P))+2720 ((Px38.0476))/(1-P))+17.74
[13] ((Px0.961)/(1-P))+1.802 ((Px5055)/(1-P))+2560 ((Px3.03358)/(1-P))+1.69
[14] ((Px7.6146)/(1-P))+7.728 ((Px1776)/(1-P))+2048 ((Px364.30)/(1-P))+30.48
[15] ((Px.3975)/(1-P))+0.795 ((Px2432)/(1-P))+2304 ((Px1.6059)/(1-P))+1.52
[16] ((Px0.689)/(1-P))+1.378 ((Px2912)/(1-P))+2880 ((Px1.7337)/(1-P))+1.9036
Ours ((Px0.6625)/(1-P))+1.272 ((Px2432)/(1-P))+2304 ((Px1.6103)/(1-P))+1.52
Table 11

Short Title of the Article

Comparison of computational overhead/ Communication overhead / Energy overhead under unknown attacks for protocols/ P-
Probability, O- Proposed protocol.

P Computation overhead (ms) Communication overhead (bits) Energy overhead (mj)
[B] [ [13]] [14]] [15][ [16]) © [ 3] [ [13] [[14] [[15] [[16] | O 381 [ [13]] [14] | [15]] [16]] O
0.1 58| 19| 85| .83 | 1.4 | 1.3 | 3337 | 3121 | 2245 | 2574 | 3203 | 2574 | 21.9 | 2.0 | 70.9 16| 20| 1.6
02 72| 20| 96| .89| 15| 1.4 | 4110 | 3823 | 2492 | 2912 | 3608 | 2912 | 27.25 2.4 | 1214 | 19| 23| 1.9
03] 90| 22| 109 96| 1.6 | 1.5 | 5103 | 4726 | 2809 | 3346 | 4128 | 3346 | 340 | 29 | 1864 | 22 | 26 | 2.2
0.4) 113 24| 128/ 1.0| 1.8 | 1.7 | 6427 | 5930 | 3232 | 3925 | 4821 | 3925 | 43.1 | 3.7 | 2731 | 25| 3.0 | 25
0.5| 14.6| 2.7 | 1563/ 1.1 | 2.0 | 1.9 | 8281 | 7615 | 3824 | 4736 | 5792 | 4736 | 55.7 | 4.7 | 3945 | 3.1 | 3.6 | 3.1
0.6] 195/ 3.2 | 19.1] 1.3 | 2.4 | 2.2 | 11061| 10142| 4712 | 5952 | 7248 | 5952 | 748 | 6.2 | 5765 | 3.9 | 45 | 3.9
0.7) 27.6| 40| 25.4/ 1.7 | 29| 2.8 | 15695 14355| 6192 | 7978 | 9674 | 7978 | 106.5| 8.8 | 879.9 | 5.2 | 5.9 | 5.2
0.8 44.0( 5.6 | 38.1 2.3 | 4.6 | 3.9 | 24964| 22780, 9152 | 12032| 14528 12032| 169.9| 13.8| 1486.6| 7.9 | 8.8 | 7.9
0.9] 93.3| 10.4 76.2| 4.3 | 7.5 | 7.2 | 52769 48055| 18032| 24192| 29088| 24192| 360.1| 29.1| 3306.8| 15.9] 17.5] 16
Therefore, we can conclude that our proposed protocol e For the proposed protocol, we consider that the at-
outperform [3, 13, 14, 16]. However as compared to tacker has no access to the secrets stored in the tamper-
[15], our proposed protocol takes slightly higher com- resistant hardware, being {K{,UE,,, f, A, B,n} in
putational cost but adds security feature like perfect the UE and {K,,,(UE;;, K[0] = K, K[1] = K),n)}
forward secrecy, requires less storage cost, and has the at the HN, same as [15, 16, 19]. This is due to the
same communication cost and energy consumption. fact that it can be believed that physical access to the
servers that contain such secrets is challenging, and
8.10. Limitations of the pl‘OpOSGd pl‘OtOCOl tamper—proof security is very high [15].

This section outlines the limitation of the proposed pro-
tocol. Although we have shown that the proposed protocol
is secure and requires less cost compared to its competitors,
there are some limitations that we will explore here and
would like to address in the future. The following are the
limitations of the proposed protocol.

=)
™

Computational Overhead (ms)

The proposed protocol provides the session-unlinkability

or unlinkability, not the full unlinkability. Since [16,
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Figure 7: Comparison of (a) Computational (b) Communication (c) Energy consumption overhead of proposed protocol with its
competitors.
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40], states that with symmetric-key based architec-
tures, there is a trade-off between privacy and avail-
ability, and any effort to enhance privacy has unavoid-
able impacts on the security against DoS (Denial of
Service) attacks.

e Instead of the 5G-AKA protocol, we do not communi-
cate to the UE the difference in type of error between
synchronization or MAC failure. Similar as in the 5G-
AKA, we also assume the existence of a threshold on
acceptable number of false requests. In our case, this
number includes both types of errors and not only the
synchronization errors like in 5G-AKA. In fact, the
definition of this threshold is very important. If it is
put too high, the scheme is vulnerable for DoS attacks,
while if it is too low, the level of userfriendliness is not
acceptable. Depending on the current threat level, this
number should be defined, which is outside the scope
of this paper.

9. Conclusion

In this work, we investigate the security of two recently
proposed papers [15, 16] and find that [15] is vulnerable to
perfect forward secrecy, while [16] is prone to DoS attack
if the server database size is large and has a high cost.
In light of this, we designed an improved authentication
protocol that is superior in terms of security features and
cost-effective to most of its competitors. We informally (non-
mathematical) verify the proposed protocol’s security prop-
erties, demonstrating that it provides robust security against
all identified attacks as well as additional security features.
Furthermore, the formal (mathematical) verification of the
proposed protocol is done using the ROR logic, GNY logic,
and the validation tool Scyther, demonstrating that it is
resistant to all identified attacks and securely generates the
session key. The comparison of the proposed protocol’s
performance with its competitors in terms of energy con-
sumption and computational, communication, and storage
costs demonstrates that the proposed protocol is lightweight.
It also has lesser overhead as compared to most of its
competitors under unknown attacks. Hence, we conclude
that our proposed protocol provides better trade-off between
security and performance compared to its competitors.

In the future, we would like to enhance our authentica-
tion protocol to support full-unlinkability and group authen-
tication for 5G-based IoT applications.
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