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Abstract—The next generation of mobile communication systems
must be secured because of the ongoing entrance of numerous
security attacks. Thus, to secure the underlying network, the 3GPP
has designed an authentication and key agreement protocol, 5G-
AKA, to safely and stably access the mobile services. However,
some recent observations indicate that SG-AKA has numerous
shortcomings such as perfect forward secrecy violation, malicious
Serving Network (SN), de-synchronization attack, privacy theft,
stolen device, and denial of Service (DoS) attacks when the user
uses the roaming mobile services. Considering the shortcomings of
existing protocols and the requirement to offer increased security,
we propose a provable secure, efficient 5G-AKA authentication
protocol using the blockchain. The security features of the proposed
protocol are examined using the Real-Or-Random (ROR) logic
and Scyther tool. Furthermore, the performance of the proposed
protocol is evaluated, which shows that it is the least costly
compared to its counterparts in terms of computational and
communication costs. In addition, the comparison of the Ethereum
blockchain depicts that the proposed protocol takes less transaction
and execution costs compared to its counterparts.

Keywords—5G-AKA, Authentication, ECC, Cloud Computing,
Internet of Things (IoT), ROR logic, Network Security

I. INTRODUCTION

The development of fifth-generation mobile networks and
communication services has led to the development of an au-
thentication and key agreement scheme for 5G communication.
This scheme provides high data rates, multiple device connec-
tions, and low service latency needed in new applications like the
Industrial Internet of Things (IloT), autonomous vehicles, smart
homes, logistics, and hospitals [1]. As stated in literature [2], 4G
is vulnerable to privacy theft and does not meet the high-speed
criteria. To deliver fast and secure communication, 5G relies
on three main components: massive machine-type communica-
tions (mMTC), improved mobile broadband (eMBB), and ultra-
reliable and low latency communications. The eMBB is utilized
to deliver high speed, mMTC allows numerous devices to
communicate with one another, and uRLLC ensures low latency
[3]. In spite of the fact that it delivers high speed and privacy
protection, it has been reported that it has a number of other
weaknesses, including traceability attacks, violations of perfect
forward secrecy, malicious Serving Networks (SN), DoS attacks,
and privacy theft which could impede the implementation of
5G in critical applications [4]. As a result, many symmetric and
asymmetric-based authentication protocols have been proposed
by security experts to address these types of security issues. The
symmetric encryption-based authentication protocols [3]-[6] do

not meet the prominent security features even though they offer
lightweight protocols. To address this, a number of asymmetric-
based authentication protocols have been proposed, including
[7]-[10]. They offer superior security compared to symmetric
encryption, but they are costly and vulnerable to several types
of attacks. Most importantly, neither symmetric nor asymmetric
authentication methods function well in roaming scenarios (i.e.,
when UE roams to and connects to a different SN that is out of
the HN coverage area, the SN operator must ask the UE’s home
operator for their subscription information). These protocols
are challenging to implement in roaming situations without a
secure link between the SN and HN. In order to address this
problem, Hojjati et al. [11] designed an authentication protocol
that does not require a secure channel between the SN and
HN. In addition, the method offers security from DoS attacks
using blockchain technology. However, this protocol is prone
to impersonation attacks and fails to ensure perfect forward
secrecy [12]. It is therefore imperative to create an authentication
system that can solve the aforementioned issues while still being
suitable for roaming scenarios.

A. Motivation & Contributions

The majority of symmetric and asymmetric-based authentica-
tion protocols require a secure channel between the SN and
HN, making them unsuitable for real-world implementations
when an insecure channel is necessary, or UE enters a cell
that is not within the HN coverage area. There is currently
one protocol proposed in the literature [11] specifically for
situations where the SN and HN use the insecure channel
(i.e., roaming scenarios). Security checks in [12] show that this
technique does not maintain perfect forward secrecy and is open
to impersonation attacks.

Therefore, this research aims to propose an authentication
mechanism that addresses the aforementioned security concerns
while requiring the insecure route between the SN and HN.

Our contributions are as follows:

« We propose an improved Blockchain-based authentication
and key agreement protocol for 5G communication using
ECC that offers perfect forward secrecy and impersonation
attack protection.

o The security of the proposed protocol is investigated using
the ROR logic and Scyther tool to show that there is no
attack on the protocol and the session key is generated



securely.

e The comparative analysis and comparison depicts that
the proposed protocol is the least expensive in terms of
computational and communication costs when compared
to its competitors.

o The Ethereum blockchain comparison shows that the pro-
posed protocol has lower transaction and execution costs
than its competitors.

II. PRELIMINARIES AND BACKGROUNDS
This part explains the background knowledge of the ap-
proaches and concepts employed in the paper.
A. 5G Network Model for proposed protocol
There are four entities involved in the 5G network model of
the proposed protocol. The description of the involved entities
is as follows.

o User Equipment (UE): Smartphones or Internet of Things
(IoT) devices that are carried by users. Each UE has a
Universal-Integrated circuit card (UICC) that contains the
Universal-Subscriber Identity Module (USIM). The USIM
stores the authentication key and secrets that have been
pre-saved.

o Serving Network (SN): The SN is made up of two parts: the
gNB, which provides the UE with a radio access network,
and the Security Anchor Function (SEAF), which provides
an interface between the UE and the HN to exchange
messages.

e Blockchain: It primarily receives messages from the SEAF,
checks their validity, and forwards them to the HN using
the Authentication Server Function (AUSF), and vice versa.

o Home Network (HN): HN is made up of four entities,
namely: AUSF, which is in charge of authentication and
decision-making, Unified Data Management (UDM) saves
authentication data, and assists other HN entities, Authenti-
cation Credentials and Repository and Processing Function
(ARPF), which is in charge of selecting the appropriate
authentication method depending on the user’s identifica-
tion and the policy that has been defined and Subscription
Identity De-concealing Function (SIDF) decrypts the SUCI
to obtain the SUPIL

All the entities of the network model communicate with each
other through the insecure channel.
B. Threat Model

We suppose that an adversary can perform both active and
passive attacks, as described by Dolev-Yao (DY) [13] and CK-
adversary [14] threat models. As a result, the attacker can
intercept the exchange messages and carry out the following
actions: actively edit, delete, and insert (some sections), as well
as determine the communicating entities’ long-term private key
to carry out the assaults.
C. Blockchain Technology

Blockchain technology is a foundation for an unchange-
able distributed ledger. The second generation of this technol-
ogy enables the execution of smart contracts, which are pre-
programmed transactions [15]. Blockchain for 5G authentication
may serve as a barrier between the SN and the HN. Blockchain
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Fig. 1: Architecture of 5G-Network model for the proposed
protocol.
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thus provides a secure channel for communication exchange.
This prevents DoS attacks on the HN and improves user
anonymity by blocking access from malicious SNs that can
operate as active attackers. It also maintains a tamper-proof
and auditable record of the authentication procedures. We make
use of the blockchain-based smart contract function, which is
software that runs automatically when specific conditions are
satisfied. Simple “if/when...then” clauses recorded in code on a
blockchain make up smart contracts. A network of computers
performs the tasks after the predetermined conditions are met
and validated [11].
D. Elliptic Curve Cryptography

An elliptic curve E,,(z,y) is expressed as a? = b3 + za +
y(42® + 27y?) over the finite field F,,: where m and n are
known as two large primes, and G is known as the subgroup of
the additive group of points E,,(x,y) with order n [16]. The
prominent three mathematical computational problems of ECC
are as follows.

1) Elliptic-curve discrete logarithm (ECDL) problem: Having
xM will provide no inside to extract x, wherein xeF;, and
Fr={1,2,..m —1}.

2) Elliptic curve-computational Diffie-Hellman (ECCDH)
problem: Having M and yAM will not let the attacker
to compute xyM, where (z,y, eF}).

3) Elliptic curve-descisional Diffie-Hellman (ECDDH) prob-
lem: Having *M, yM, and wM will not provide any
inside to the attacker to compute wM == xyM.

ITI. PROPOSED PROTOCOL

This section presents the improved blockchain-based authen-
tication and key agreement protocol to address the flaws such
as violation of perfect forward secrecy and being prone to
impersonation attacks that are in [11]. We employ ECC and
some minor modifications in the improved protocol to offer
the perfect forward secrecy and protection from impersonation
attacks. The proposed protocol has three phases, namely: 1)
Initialization, ii) Registration phase and iii) Authentication and
key agreement.



A. Initialization

In our proposed approach, each HN creates its own smart con-
tract on a public blockchain. The smart contract address is made
public (for instance, on the operator’s official website). Each SN
that intends to provide roaming service to an incoming HN’s
subscriber uses this smart contract. The HN may function on a
pay-per-service basis thanks to the usage of a public blockchain,
which eliminates the need to create any infrastructure. It also
serves as an integration platform for mobile network operators
(MNOs) who want to provide roaming services to one another
[11].
B. Registration phase

The registration phase is performed to exchange the secrets
between the communication entities using the secure channel
same as [7]-[11]. Initially, UE sends the connection request to
the HN, the HN receives the requests and selects a SUPI, K,
counter value Ctr, a point G € E of order n and stores this
information into the USIM and shares it with the UE. On the
other hand, a secret key is shared between the SN and HN for
the same communication as [10]. Table II and Fig 2 represents
the notation used in the paper and the description of the protocol
respectively.

TABLE I: Notations and meanings
Notations Meanings
SUPI Identity of UE
E&G Elliptic curve over F,,, & A point of E of order n
r1,7r2,T3& Random numbers & Session key for mutual- authentication
Ksgar

C. Authentication & key agreement phase

This section shows the authentication and key agreement
process between the communication entities UE, SN and HN
through the insecure channel. The following steps of authenti-
cation and key agreements are as follows:

o At the starting, SN chooses the random number S; and
forwards (M7 = {S1,SN;p}) to the UE.

e When UFE obtains this, then it selects a
random number 1, computes P+ rG,
SUCI = {EpkHN(SUPI,Pl,Sl,CtT, SN[D),HNID},
increments the Ctr by one and then forwards
(My ={SUCI}) to the SN.

o After receiving the SUPI, SN selects the random
number 7o in  order to compute P+ 3G,
IDyeq = HKsn—pun,SNip, HNip,SUCI, Py, S1)
and transmit (My = {ID,.q, P, SUCI,SNip}) to the
HN.

o When UE obtains the message (I D;cq, P2, SUCI, SNip),
then it checks the freshness of the D, .., in order to prevent
a duplicate request. If the request is fresh then it forwards
this to the HN, otherwise it rejects the request and the
transaction will be reverted.

o When HN receives the message from UE, then it decrypts
the SUCI to obtain the credentials. After obtaining
the credentials it computes the IDj., and compares it

with the received ID,.,. If it matches, then it compares

(Ctr == Ctr&&Ctr € (Ctry, Ctry...Ctr + A)) in order

to check the freshness. Next, it increments Ctr by
one. Afterwards, HN selects the random number r3 in
order to compute P5 < r3G, Py < r3Py, Ps < r3P5,
xMac = fi(Kyg-mn, Py, Ctr,SNrp),

Res = challenge(Py, SNip),

KSEAF = KeySeed(KUE_HN, P4, Ctr),

hzRes = H(Ksn—un, Res),

EK = EH(R’MKSN—HN)(SUPI’ KSEAF)’

ID,es < H(hzRes,xMac, EK, Kgn_pn) and forwards
(My ={EK,xMac, hzRes, [Dyeq, IDyes, P3}) to UE.

o« When UE receives the message, then it verifies that the
messages sender is owner of the smart contract. We can
put a condition that only the HN is allowed to register a
response transaction to the smart contract.

e When SN obtains the message, then it keeps
(EK,hxRes,IDycq, I Dyes, P3) and forwards (zMac, Ps)
to the UE.

o After receiving the message from SN, UE
computes the Fgs<riFP; in order to compute
zMac = Ji(Kvg—un, Ps,Ctr,SN1p),
Res = challenge(Ps, SNip),

Kspar :KeySeed(KUE_HN,P@-,Ctr). After
computing this, it compares the xMac* == xMac.
If it matches then it believes that HN is authentic and
sends the Res to SN for the key confirmation.

o After receiving the message from the UE, HN computes
the P; < roP5 in order to compute and compare the
H(Ksn—mn, Res) hxRes. If it matches, then it
decrypts the EK to obtain Kggap, SUPI.

IV. FORMAL VERIFICATION OF THE PROPOSED PROTOCOL

This section describes how the proposed protocol is formally
verified using ROR logic and the Scyther tool to demonstrate
that it satisfies all security requirements.
A. Formal Security Analysis using ROR logic

In order to verify the session key security, this section depicts
the formal verification of the proposed protocol using the well-
known mathematical logic ROR model suggested by Abdalla et
al. [17]. The proposed protocol involves the three participants
(i.e., UE, SN and HN). Let us consider UE" and HN*, who
denote the instances of r and s respectively. There are certain
queries that the adversary (¢) uses to launch the real attack.
The entity Z is denoted by the variable M?* in the following
explanation. The description of ROR queries are outlined below

TABLE II: Notations and Meanings

[ Meanings l

Notations
Execute (UE", HN®)

 issues this query to track the messages exchanged between
instances UE” and HN®.

¢ issues this query to acquire the session key between the
instances UE” and HN®.

¢ issues this query to test the security of the derived session
key between the instances UE” and HN®. For that, a coin
C'is tossed by the ¢ in order to guess the outcome of the
Test query.

Reveal (M")

Test (M)

Theorem 1: Let us assume that ¢ is trying to obtain the

session key (SK) in polynomial time. Then Ad, < —lqzﬂ +
2AdECDDH
- .



User Equipment (UE)
( (KUE-HN, SUPL SNIp, HNp, G, Ctr,) {

PKHN)

Serving Network (SN

(G, KsN-HN)
. « Generate random number S
* M1={S1, SNIp}

« Generate a random number r;, __Mp

« Compute P1<-r{G

« Compute SUCI={EpkHN(SUPI, Py, S1, Ctr, SNIp), HNIp}

« Then Ctr+=Ctr+1 + Generate a random number ry

« Ma={SUCI} Ma> + Compute P2<-r2G

)~ Blockehain
# \_Smart contract (SC)

Home Network (HN)
(KUE-HN, KSN-HN, SUPL Ctr, SkiN, G)

—. Compute IDyeq=H(Kgn-un, SNID, HNID, SUCI, P2, S1)

* M3={IDreq, SNID, SUCL, P2}
<M3>
—_—

< xMac, P3> Mg >
« Compute Pg<-r1.P3
« Compute xMac=f{ (KUE-HN Pg, Ctr, SNIp)
« Res= challengey(P6, SNip)
* KsgAF=KeySeed(KyE-HN; Pg, Ctr)

< Res >

+ Compute P7<-r2.P3,
« Compare H(KSN-HN, Res)=hxRes

—
If IDyeq exist in BC : abort

<My
Mg

If Dy exist in BC : abort

+ Compute DgggN(SUCI)={SUPIL, Py, S, Ctr, SN1p, HN|p}

« Compare if (IDreq==ID e (H(Ksx-tin» SNID, HNID, SUCI, P2, S1))
« Compare Ctr==Ctr && Ctr & (Ctr{, Ctr2....Ctr+A)

* Then Ctr+=Ctr+1

+ Generate the random number r3.

<M3>

« Compute P3<- r3G, P4<- r3P, P5<-r3P

« Compute xMac=f1(Kyg.uns P4, Ctr, SNIp)

« Compute Res= challengey (P4, SNip)

« Compute Ksg AF=KeySeed(KUE-HN P4, Ctr)

« Compute hxRes=H(KSN-HN, Res)

+ Compute EK<-EH(p5, KSN_HN)(SUPL KSEAF)
« Compute IDyes<-H(hxres, xMac, Ek, Ksx.in)

* My=(EK, xMac, hxRes, IDreq, IDres, P3}

+ Compute D(EKp7, ksN-HN)={KSEAF> SUPI}

Fig. 2: Proposed Protocol for mutual authentication

The terms gz, |F| and AdPCPPH represent the hash query,
range space for hash function H(.) and ¢’s advantage to get the
ECDDH problem (see Section II-D), respectively.

Proof: In order to demonstrate the security of the session key,
we do the proof of the proposed protocol, same as [18]. For
that, we use the three games names as GG;, where i € [0, 2] and
an event S, which is defined as “in the game G;, ¢ is able to
properly predict the random bit ¢, and Pr[S,¢,| describes this
ability as a competitive advantage.”

Game(Gp): This game is executed to launch the real time
attack on the basis of the randomly chosen C' at the beginning.
Therefore, It can be inferred from the semantic analysis

Ad, = 2Pr[Spc,] — 1] (1)

Game (G1): This game is formulated by the ¢ to intercept the
exchanged message by running the Execute query. Afterwards,
Reveal and Test queries are executed by the attacker in order to
to ensure that SK generated between the UE and HN is real
or random. Although, the SK is derived using the combination
of random number and long secrets that are not known to the
attacker. Therefore, it can be observed that intercepting the
exchanged massage, will not let the attacker derive the session
key, and the winging probability of G and GG; will be equivalent

PT[SAPGJ = PT[SQDG(J] (2)

Game(G5): This game is formulated by the attacker to execute
the HASH query in order to model this game as active attack.
Since all the messages are transmitted either in encrypted form
or hashed from, capturing the intercepted message will not
disclose any secret through which he can derive the SK. Apart
from that, if an attacker tries to obtain the random number used
in SK from Pj, P, P3, he cannot determine it because of the
ECDDH problem (see Section II-D). Therefore, to generate
the SK, the attacker needs Pz or P, which is impossible for
the attacker to get in polynomial time and there is no collision
when the HASH query is executed. So, it can be observed that

the wining probability of G2 will be equivalent to G; except
for the hash collision. The following conclusion may be reached
by combining the birthday paradox with the intractability of
ECDDH.

2
PrSyc,] — Pr(Spa,) < Ad5CPPH 4 % (3)

Since every game has been played, ¢ must guess the precise
value of bit c. In light of this,

1
PT[SL,OGQ] = 5 (4)
from Equation( 1) ( 2), and ( 4), we can obtain
Ad, = |2Pr[S,q,] — 1
¢ = [2Pr[Spc,] — 1| )

= PT[SSOGl] - PT[SLPG2]
We get the following result from Equation( 3) and ( 5) .

2
Ad, < 24dfOPPH 4 ZL

Thus, this demonstration shows that an attacker will not be able
to ascertain the session key in polynomial time.
B. Security verification using Scyther tool

The security of the proposed protocol is investigated using the
formal validation model Scyther tool [19]. It uses the Security
Protocol Description Language (.spdl) to model the protocol.
There are four types of properties defined that must be followed
by the protocol (i.e., Alive, Weakagree, Niagree and Nisynch).
The Scyther tool includes the various threat models such as
Delvo Yao, ck adversary and eck threat model to verify the
security. The outcome is indicated in Fig. 3 clearly shows that
the proposed protocol passes all the security claims, indicating
that there are no attacks and the proposed protocol is safe.

V. PERFORMANCE MEASUREMENT

To illustrate the effectiveness of the proposed protocol, this
section compares the security features and does experimental
analysis in order to calculate the costs in terms of computational



B Scyther results : verify X
Claim Status Comments

MA UE MAUE2 Alve Ok No attacks within bounds.

MAUE3  Weakagree ok No attacks within bounds.

MAUES  Niagree Ok No attacks within bounds.

MAUES  Nisynch Ok No attacks within bounds.

MAUE6  CommitSNP_1P 6 Ok No attacks within bounds.

SN MASN2  Alve Ok No attacks within bounds.

MASN3  Weakagree ok No attacks within bounds.

MASN4  Niagree ok No attacks within bounds.

MA,SNS  Nisynch ok No attacks within bounds.

MASN6  CommitUEP 4P 7 Ok No attacks within bounds.

SC MASCL  Aive Ok No attacks within bounds.

MASC2  Weakagree Ok No attacks within bounds.

MASC3  Niagree Ok No attacks within bounds.

MA,SC4  Nisynch Ok No attacks within bounds.

HN  MAHN1  Ave ok No attacks within bounds.

MAHN2  Weakagree ok No attacks within bounds.

MAHN3  Niagree 0Ok No attacks within bounds.

MAHN4  Nisynch ok No attacks within bounds.

MAHNS  CommitSNP_4P 6 Ok No attacks within bounds.

Done.

Fig. 3: Scyther tool result for proposed protocol

and communication cost. In addition to this, we also compute
the cost for smart contract functions in terms of transaction and
execution cost.
A. Security analysis

This section does the comparison of security features of the
proposed protocol with [1], and [11]. The findings of Table III
indicate that the proposed protocol offers all security features
while the existing authentication protocols fail. It is worth noting
that the proposed protocol uses the blockchain technology and
compared to the protocol [11] that also relies on blockchain,
the proposed protocol offers additional security features such
as perfect forward secrecy and protection against impersonation
attack.

TABLE III: Comparison of Security features of authentication
protocols/ mutual authentication (MA), resistant to privacy at-
tack (RPA), perfect forward secrecy (PFS), resistant to device
stolen attack (RDSA), resistant to traceable attack (RTA), resis-
tant to de-synchronization attack (RDA), resistant to malicious
SN problem (RMSNP), resistant to replay attack (RRA), DoS
attack prevention (DoSP), resistant to impersonation attack
(RIA), Yes-y/, No-x.

Protocoll MA| RPA| PFS| RDSA| RTA| RDA| RMSN RRA| DoSP | RPI
[1] Vv | x X X X X X IV X X
[11] v |V X X Vv Vv V4 Vv X X

Ous | VIV [V |V ViV IV VoIV vV

B. Test-bed implementation using MIRACL

This section describes the experimental analysis performed
using the MIRACLE library [20]. MIRACL is known as c++
based programming software library to compute the cost of
the cryptographic operations used in the protocols [16]. The

TABLE IV: Simulations results in each platforms

Cryptographic operations Ty Tprm TrsA Tags
Desktop (ms) 0.0032 0.295 4.69 .0036
Raspberry PI 4 (ms) 0.0315 1.23 8.14 0.041

experiments are performed on two different platforms such as

Raspberry PI 4 as UE and desktop as HN.
For the HN, the specification of the desktop is, Intel (R)

Core(TM) i7-3770 with 3.40 GHz clock, 8 GB RAM running
Linux Ubuntu 18.04.6 LTS, and the Raspberry as UE with
the configurations: Raspberry Pi (Model: 4B, CPU: ARM®
Cortex®-A7, Cores: 4, and RAM: 8GB). We run the cryp-
tographic primitive 100 times and compute the average run
time based on highest and lowest run time. The terms Ty,
Tpar, Taps, Trsa describe the execution time required for
“one-way hash function (SHA-256), elliptic curve multiplica-
tions, (AES-128) encryption/decryption, and (RSA-2048) en-
cryption/decryption ,” respectively.
C. Computation & Communication cost analysis

This section illustrates the cost of the cryptographic
operations utilised in the proposed protocol as well as the
amount of bits transmitted during the authentication session
between the communicating entities. The computational
cost of the proposed prototype is estimated using the
cryptographic costs obtained through the experimental
analysis displayed in Table IV. The proposed protocol takes
(1Trsa + 3TH + 2Tpar) cryptographic operations at UE side
and (1Tags + 9Ty + 5Tpas) operations at HN side; which is
~ 12.20 ms. Whereas [11] requires 1Trs4 + 47y operations at
UE side and 1Trg4 + 97T + 2T 4 s requires at HN side which
is &~ 12.99 ms. We use the size of the cryptographic operation
recommended by NIST [21] to calculate the number of bits
sent during the message exchange. The proposed protocol
contains the eight message exchanges: ((S1, SNyp), (SUCI),
(IDyeq, SNip,SUCI, Py), (IDyeq,SNip,SUCI, Py),
(EK,xMac, hxRes,ID,eq, IDyes, Ps),
(EK,xMac, hxRes,IDyeq,IDyes, Ps), (xMac,, Ps), (Res)),

which  takes 11552  bits for communication. In
contrast, [l1] contains eight messages: ((R1,/Dgn),
(SUCT), (regia, IDsn, SUCI), (regiaq, IDsn, SUCI),

(EK,zMac, hzRes,req;q, reqsid, HNg),

(EK,xMac, hxRes, req;q, reqsid, HNR),

(xMac,, HNR),(Res))) which takes 14496 bits for
communication. The comparison of computational and
communication costs of the proposed protocol and its
counterparts is displayed in Fig. 4a and Fig. 4b, which
indicates that the proposed protocol takes less computational as
well as communication cost compared to its counterparts. The
key reason for this is that the proposed protocol utilises ECC
to send messages from the HN to the SN, whereas [11] uses
RSA. Tt is also noted that EC'C' is less expensive than RSA
because the EC'Css4 bit offers the same amount of security as
RS Asgug bit [16] [18].

D. Performance measurements for smart contract functions
This section computes the execution time needed for
the smart contract function in terms of transaction and
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Fig. 4: Comparison of (a) computational and (b) communication
cost of authentication protocols.

execution time. The operations of functions of the 4"
step (.., IDyeq, SNip,SUCI,P,) and 5" step (ie.,
EK,xMac,hxRes,IDycq,ID;es, P3) are executed by the
smart contract. We implement the proposed protocol and its
competitor using the Solidity code, which is an object ori-
ent high level language for implementing the smart contract.
These transactions are measured in gas. All the implementations
are performed on desktop having the configuration, Intel(R)
Core(TM) i7-7700 CPU @ 3.60GHz 3.60 GHz clock, 16 GB
RAM running on Window 10 pro. In order to compute the cost,
we consider the size of cryptographic operations as used in
[11]. The comparison outcome of Request message (4") shown
in Fig 5a indicates that proposed protocol and [11] have the
same transaction and execution cost. It is due to the fact that
the size of first message of proposed and [11] are same. The
comparison outcome of Response message (i.e., 5'*) shown in
Fig 5b indicates that proposed protocol has less transaction and
execution cost as compared to [11]. It is due to the fact that
the size of the message sent from HN to SN of the proposed
protocol is less then the size of [11].

35 x10% 7 x10°
- 1] 1]
[ Ours [ Ours
—~ 3 %6
(] o
fud o)
225 5
® 7]
c
g 2 o4
3 -
3 8
C15 x3
g g,
8 z
0.5 O1
0
T ion Cost ion Cost Transaction Cost Execution Cost
(@) (b)

Fig. 5: Comparison of (a) request and (b) response of transaction
and execution cost of authentication protocols.

VI. CONCLUSION

This paper proposes an authentication mechanism for roaming
scenarios. The scheme employed the blockchain to provide a
secure channel for exchanging messages between the HN and
SN in order to protect the HN from the malicious SN. The
security features of the proposed protocol are verified using
the ROR logic and Scyther tool. Furthermore, we compute
the computational and communication cost to show that the
proposed protocol is less costly compared to its counterparts.

In addition, we compute the cost for response and request
for the smart contract in terms of transaction and execution
time, which shows that the proposed protocol is less than its
counterparts. Therefore, it can be observed that the proposed
protocol outperforms its counterparts in terms of security and
performance.
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