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Abstract—5G is a promising technology that has the potential
to support verticals and applications such as Industrial Internet
of Things IoT (IIoT), smart cities, autonomous vehicles, remote
surgeries, virtual and augmented realities, and so on. These
verticals have a diverse set of network connectivity requirements,
and it is challenging to deliver customized services for each
by using a common 5G infrastructure. Thus, the operation of
Local 5G operator (L5GO) networks or private 5G networks
are a viable option to tackle this challenge. A L5GO network is
a localized small cell network which can offer tailored service
delivery. The adaptation of network softwarization in 5G allows
vertical owners to deploy and operate L5GO networks. However,
the deployment of L5GOs raises various issues related to man-
agement of subscribers, roaming users, spectrum, security,and
also the infrastructure. This paper proposes a blockchain-based
platform to address these issues. The paper introduces a set of
blockchain-based modularized functions such as service rating
systems, bidding techniques, and selection functions, which can
be used to deploy different services for L5GOs. Exploitation
of blockchain technology ensures availability, non-reliance on
trusted third parties, secure transfer payments, and stands to
gain many more advantages. The performance and the viability
of the proposed platform are analyzed by using simulations and
a prototype implementation.

Index Terms—5G, Local 5G operators, Blockchain, Smart
Contracts

I. INTRODUCTION

Within the application context of the modern telecommu-
nication ecosystem, high data consumption is a vital require-
ment. In the future, the number of smart devices connected
to one person will increase with the beginning of the 5G
era [1]. As a result, the network capacity requirement grows
significantly, and the network operators must deliver the net-
work services to end users with minimal latency, ultra-high
speed, and ultra-reliability. Network operators try to build up
the network systems which could serve all of those hungry
endpoints. This can be considered one of the major challenges
that a network operator has to face. As a solution to fulfill this
requirement, 5G researchers are looking for new frequencies.
For instance, 5G is trying to operate in high frequency that

Nisita Weerasinghe, Tharaka Hewa and Mika Ylianttila are with the
Center for Wireless Communications, University of Oulu, Finland. e-mail:
{firstname.lastname}@oulu.fi

Madhusanka Liyanage is with the School of Computer Science, Univer-
sity College Dublin, Ireland and the Center for Wireless Communications,
University of Oulu, Finland. e-mail:madhusanka@ucd.ie

Salil S. Kanhere is with School of Computer Science and Engi-
neering, University of New South Wales, Sydney, Australia. Email:
salil.kanhere@unsw.edu.au

TABLE I: Summary of Important Acronyms.

Acronym Definition
5G Fifth Generation
APF Agreement establishment and Payment settlement Func-

tion
BaaS Blockchain as Service
CDR Call Detail Records
DApps Decentralized Applications
DCH Data Clearing House
DLT Distributed Ledger Technology
DMF Data Management Function
FPF Fraud Prevention Function
IMSI International Mobile Subscriber Identity
HPMN Home Public Mobile Network
IoT Internet of Things
L5GO Local 5G operator
MEC Multi-access Edge Computing
MF Marketplace Function
MNO Mobile Network Operator
MQTT Message Queuing Telemetry Transport
NF Network Functions
NFV Network Function Virtualization
PoW Proof of Work
QoS Quality of Service
RMF Reputation Management Function
RPC Remote Procedure Call
SF Selection Function
TS Traditional System
SMF Subscription Management Function
VM Virtual Machine
VNF Virtual Network Function
VPMN Visited Public Mobile Network

is in mm wave lengths. However, signal absorption is high
for mmWave frequencies and the operating range goes low.
Therefore, research has proposed to establish small cells close
to each other while maintaining isolation between them [2],
[3].

Ultra-dense deployment of 5G base stations, especially
indoors by traditional or incumbent Mobile Network Operators
(MNOs) would be significantly challenging due to the relative
costs involved in such deployments, especially considering
the multitude of incumbents currently available. This has led
to the development of a new type of network management
and service provisioning paradigm called Local 5G operator
(L5GO) networks, or private 5G networks. L5GO allows
companies and local governments to operate their own 5G
communication ecosystems with a unique design depending
upon the operation-specific requirements [4], [5]. L5GOs
can be used to accelerate the digital innovation in various
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fields such as hospitals, factories, industries, universities, and
shopping malls. Further, the contrasting features of L5GOs
compared with MNO are exhibited in Fig. 1.

However, the deployment of L5GOs raises various chal-
lenges related to roaming users, spectrum, security, manage-
ment of subscribers, and infrastructure. These issues need to
be addressed in order to obtain the maximum benefits of
L5GO deployments. The critical challenges encountered with
the present systems include lack of transparency in roaming
and resource-sharing procedures, violation of pre-agreements
by network operators, failure to offer high quality service
as expected, and abuse of user identity information. Another
major challenge is use of static agreements to accommodate
extensive numbers of subscribers real time in a 5G domain,
which causes delay in processing agreements. Also, moni-
toring agreement violations and imposing dynamic penalty
schemes are challenging in the current systems.

Blockchain technology converts the traditional way of our
work by allowing users to exclude the central authority from
various services, cutting costs and uplifting productivity [6].
The cost cutting is applied when blockchain operates in a
private mode. Blockchain can also be comprehended as a
decentralized ledger. The technology adds transactions to the
ledger after being validated by miners in the blockchain
network rather than by a single authorization unit [7]. Thus,
the immutability within the blockchain records and blocks,
and none of a party could forge the data easily [8], [9].
Moreover, blockchain-based smart contracts can enable dis-
tributed and trusted automated services [10], [11]. Due to these
properties, blockchain and smart contacts are utilized in many
telecommunication applications—for instance, in addressing
security and privacy issues in different 5G services [12],
assurance of trust between mobile operators, and enabling
transparency in pre-defined agreements [13], replacement of
roaming agreements with smart contracts and elimination of
dependent on intermediary parties in the transactions [14], and
introducing blockchain-based solutions to mitigate roaming
fraud [15], [16]. Thus, blockchain and smart contracts can be
a viable solution to resolve the existing implementation and
management challenges in L5GO networks.

To mitigate challenges encountered in L5GO ecosystems,
this paper proposes a novel Blockchain-as-a-Service (BaaS)
platform. The distinct features of our work include significant
value-added services in the L5GO context. For instance, we
propose the implementation of a service-quality evaluation
scheme by maintaining a smart contract operated rating sys-
tem, along with an incentive-penalty scheme. In addition to
that, we propose the establishment of a dynamic agreement
system to cater the user requirements, in real-time. Further-
more, we propose the deployment of selection algorithms to
discover the optimal service provider to each customer and
to enhance their quality of experience. Moreover, assurance
of trust and privacy with blockchain is one of our key focus
points in managing subscription details, to avoid subscription
theft and use of subscriber details unlawfully. We also sug-
gest the facilitation of secure payment transactions between
providers and users to eradicate fraudulent practices. Another
distinguishable feature of our work is the implementation of

roaming fraud prevention techniques to minimize the occur-
rence of fraud during roaming instances. Also, our system
guarantees the security of IoT data with the enforcement of
decentralized access control through smart contracts. Finally,
the proposed architecture addresses the issues related to ca-
pacity heterogeneity in IoT nodes by accommodating storage
facilities in the distributed ledger.

The contributions of our study can be summarized as
follows:

� Proposes Blockchain-as-a-Service (BaaS) platform to ad-
dress the key challenges within a L5GO ecosystem

� Proposes novel blockchain-based modularized functions
to enable L5GO related services efficiently

� Evaluates the proposed architecture in a simulated envi-
ronment and verify the feasibility via a prototype imple-
mentation

The rest of the paper is organized as follows: Section II
highlights the current challenges in L5GOs, while Section
III examines existing works. Section IV proposes the novel
architecture, and Section V discusses its key functions. Section
VI presents enabled services using the introduced approach.
Section VII elaborates on the developed simulation setup and
test results. Section VIII presents the prototypical implemen-
tation. Section IX provides the experimental results. Finally,
Section X concludes the paper. Table I includes a summary of
important acronyms.

II. EXISTING CHALLENGES IN L5GOS

This section presents the main challenges in the L5GO
ecosystem which can be resolved by using blockchain and
smart contracts.

A. Spectrum Sharing

By default, the mobile network spectrum is restricted and
the demand is expected to inflate with the expansion of future
computing and networking demands. Therefore, the spectrum
management techniques are expected to advance by virtue of
the administrative allocation approach to market-based tech-
nique and the unlicensed commons technique. Administrative
allocation refers to when a regulatory authority determines
the party that is eligible to utilize the spectrum. However,
according to the market-based mechanism, the regulator is
responsible to specify spectrum property rights offered by
market methods (e.g., Auction), whereas in the commons
approach spectrum sharing is permitted under the policies
defined by the regulator. Market development dominates tra-
ditional spectrum management mechanisms since most of the
vertical markets are willing to deploy L5GOs deprived of
direct MNO connections. In the L5GO concept, there are
three spectrum management options for a L5GO listed in the
research study [17]. These are MNO-centric, collaboration-
centric and local operator–centric techniques. The MNO-
centric technique refers to when MNOs deploy L5GOs in
their prevailing licensed spectrum bands. Another spectrum
assignment model is sharing existing MNO bands with L5GOs
to deploy 5G networks that can satisfy the needs of vertical
markets; this is known as the Collaboration-centric model.
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  Features
Restricted to a local area
Case specific and location specific services Eg;Industrial
IoT, smart cities, remote surgeries, virtual and augmented
reality
Local indoor small cell deployment
Buying required infrastructure as a service
Market entry for new stakeholders is low
A larger number of sharing-based local spectrum licenses

Features
Wide area coverage
Serve masses

Outdoor macro cell deployments
Owning infrastructure
Market entry for new stakeholders is high
A small number of nation-wide long-term spectrum
licenses

Mobile Network Operator Local 5G Operator 
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Fig. 1: Comparison between MNO and L5GO

Introduction of local spectrum licensing to establish local 5G
networks to cater to the specific requirements requested by
vertical sectors is called the local operator–centric approach.

The latest trend in spectrum management has become the
assignment of local spectrum licenses: the growth of 5G
networks has recently evolved from the legacy MNO-centric
model to the local operator model. Distinctive challenges were
foreseen with the deployment of L5GO models. Both these
models incorporate with two stakeholders. That is, the synergy
of MNO and L5GO builds the Collaboration-centric model,
whereas the local operator model consists of regulator and
L5GO parties. Therefore, a centralized authority is functioning
to handle all the collaboration-related operations and the
agreements. This setup adds an overhead to both of the parties
and the service subscribers incurred with extra fees for the
intermediary party.

B. Roaming

Roaming in L5GO connects the home network operator with
another network domain when the operator does not have
proper coverage within the geographical region. Currently,
home MNO or L5GO have pre-established agreements with

visitor MNOs enforcing the negotiations and policies to acti-
vate the roaming services for its customers.

The accepted link from a specific partner operator might
deliver modest coverage and alterations in the package prices
time to time, causing the user experience to be negatively
impacted. Further, the violation of pre-agreements by network
operators leads to lack of transparency in the roaming pro-
cesses and causes bill-shocks [18] to users. Moreover, roaming
fraud alone costs the telecommunication industry over USD
38 billion every year [19]. For an instance, over-utilization,
one of the most commonly executed frauds, exploits the delay
of transferring Call Detail Records (CDR) information to the
Home Public Mobile Network (HPMN) by the Visited Public
Mobile Network (VPMN) when the subscriber is roaming.
While the majority of fraud schemes are still prevalent, in-
dustry has been struggling to remedy those with orthodox
techniques available today.

C. Offloading

Offloading allows MNOs or L5GOs to hand over the
network traffic load to other networks, boosting the network
efficiency of the system, minimizing the power consumption
of base stations, achieving expected QoS (Quality of Service),
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maximizing throughput, providing high bandwidth, and many
more benefits. Since L5GOs offer better coverage inside
their premises, MNOs can use these L5GOs to serve their
subscribers when they reside in a L5GO’s coverage area.

With the popularity of L5GOs, there will be more customers
attracted to its service. The smart city is a potential application
for L5GO. A massive number of tenants expected to onboard
with an extensive usage traffic. This phenomenon causes
low network efficiency in the system and maximizes the
power consumption of base stations [20]. This will degrade
the service quality and throughput of the system. Therefore,
offloading is an ideal technique to eradicate the significant
drawbacks in terms of scaling up the usage. However, there
are potential challenges that must be addressed in the selection
process of an L5GO to offload. This is because in the current
system there is no real-time rating system to evaluate the
performance of L5GOs. Also, manual selection of an L5GO
will be challenging as they increase. Therefore, there is a high-
demand requirement for dynamic selection of the best L5GO.

D. Infrastructure Sharing

Generally, L5GO contributes to the massive scaling require-
ments of subscribers and supports MNOs with customized
demand varieties of their customers by providing cost-effective
local service. To strengthen the service, L5GO are required to
collaborate with small-scale or third-party providers such as
content providers, network infrastructure vendors, equipment
vendors, and facility owners [21].

For an efficient collaboration, the existence of a middle
organization is essential to handle the agreements and con-
sequences where both the L5GO and third party providers
must pay additional fees. This causes additional overheads,
especially for smaller business entities. There will be extra
processing and transaction since all the agreements need to
go through an intermediary party.

E. Subscription Management

Subscription management includes managing the stack of
value-added services based on each subscriber’s subscription
criteria. Significant current challenges in subscription manage-
ment include identity or subscription ID theft. A malicious
node deliberately uses a legitimate user’s identity credentials
to consume data or access to their respective registered L5GO.
In addition to that, the subscribers are required to infiltrate a
sequence of authenticating checkpoints whenever they visit
another L5GO, which is a cumbersome experience for the
customer. Furthermore, subscription information sharing is
limited within other operators in the classical network ecosys-
tems.

F. Virtual Network Function (VNF) Management

The collaboration of NFV (Network Function Virtualiza-
tion) and MEC (Multi-access Edge Computing) contributes to
achieving 5G networking by moving VNF to the edge. This
process of migration and complete management procedures is
vulnerable to security challenges.

Generally, several organizations operate the NFV ecosys-
tem. Consequently, challenges might be triggered if any illegal
organization used VNF instances. This incurs massive damage
to VNF and generic hardware provider. Furthermore, more
problems arise when the services delivered by different VNF
vendors are not compatible as promised. For instance, false
details on a VNF’s consumption and payment policy disputes.
Additionally, no there is no prevailing method of measuring
the reputation of each VNF provider before getting acquiring
their services. There are also challenges in the payment
settlement process between VNF provider and the L5GO [34].

G. Internet of Things (IoT) data Management

IoT has become an integral part of the current generation
of information technology and it continues to grow at a rapid
pace. As data generation, data analysis, and data transportation
are at the heart of IoT, it is equally important to secure them
throughout their life-cycle.

Due to the centralized nature of the majority of IoT systems
available today, they will not be able to accommodate the
exponential growth of IoT technology expected in the near
future [35]. Data security will be at a risk and devices will have
to suffer from increased latencies due to network bottlenecks.

III. RELATED WORK

Up to now, various approaches have been evolving to
investigate how blockchain can be utilized to facilitate 5G
services. Among them, we focus first on the research studies
related to blockchain-based, spectrum-sharing applications.
In [23], the practicality of employing the smart contract
assisted sharing was evaluated based on decentralization, trans-
parency, immutability, availability, and security. [22] proposed
a blockchain-based spectrum sharing scheme combined with
game theory applications to develop the ideal sharing strategy.
Then, the authors proposed boosting the spectrum sharing
utilization rate of operators and to cut off the extra costs
paid for the trading party. In addition, the consortium chain
architecture was utilized for user authentication and to track
transaction details, which ensure that no party could manip-
ulate the recorded data. Multi-operator spectrum sharing was
enabled in [24], with the use of a permissioned blockchain,
adopting a PBFT consensus algorithm to leverage the high
throughput and to reduce the high block verification delay.

With regard to the roaming and offloading facilities, in [14],
a smart contract is written to settle and notify the roaming
charges between HPMN and VPMN. Moreover, a blockchain-
based user balance transfer through online and offline means is
proposed. Another literature study [25] proposed a blockchain-
based architecture for a roaming platform and carried out a
case study to analyze its performance from both the operator’s
and user’s perspective. A blockchain-based roaming fraud
prevention framework was proposed in [15]; this approach
minimizes the data exchange delay and the excess cost with the
replacement of DCH with the blockchain. Also, an economic
model based on Stackelberg game was developed to maximize
the benefits for users by allowing them to participate in the
consensus process and earn extra profits for their involvement.
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TABLE II: Comparison with Related Works

Features
[22] [23] [24] [14] [25] [15] [26] [27] [28] [29] [30] [31] [32] [33]

Ours

Universal Wallet No No Yes Yes Yes No No Yes Yes No No No No No Yes
Universal Identity No No Yes Yes No No Yes Yes No No No Yes Yes No Yes
Auditable Auction No No Yes No No No No No Yes No No Yes No No Yes
Roaming Fraud Prevention No No No No No Yes No No No No No No No No Yes
Decentralized Traceability Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Load Balancing Technique No No No No No No No No No No No No No No Yes
Service Quality Assessment No No Yes No No No No No No No No No No No Yes

By evaluating previous studies on mobile subscriber man-
agement in 5G along with blockchain, [26] suggested a
confidentiality enabling client identity management scheme
involving blockchain technology. It was applied for both
attribution and obscurity, and contributes to the entire process,
from consumer registration to custom billing. The proposed
system in [27] comprises four phases to provide reliable
authentication and key agreement protocol for 5G networks:
namely, initialization, registration, mining process, and authen-
tication and key agreement protocol. In addition, this approach
has the ability to tolerate most of the common attacks.

With regard to the prevalent research on VNF management,
a blockchain-based reverse auction strategy was executed in
[28] to promotes a rivalry between infrastructure suppliers to
facilitate the VNF requirements of an end user. In [29], a
blockchain-based platform was proposed to deliver tailored
services to multi-tenants by chaining VNF between rival in-
frastructure providers, guaranteeing security in network slices.

In the same vein as other studies on blockchain-based infras-
tructure supply, [30] introduced a decentralized E-marketplace
framework, combining blockchain technology to enhance the
client experience via providing them cost-effective products
based on their requirements. Moreover, general consequences
caused with the use of public or private blockchain were dealt
with in [31] by introducing an innovative framework that
includes a hybrid of private and public blockchains. In this
approach, private blockchain is permitted to handle vulnerable
bids and given the sole permission for the auctioneer to
discover the bids, while public blockchain was responsible for
broadcasting the winner of the auction and to make payments
liable.

Turning to IoT data management solutions, [32] proposed
blockchain-based certificate issuance for IoT devices and
retrieval of stored data via certificates, to achieve consumer
confidentiality along with data reliability. A decentralized IoT
data management scheme was implemented in [33] to mainly
ensure the transparency of user data. Furthermore, their system
facilitates storage of encrypted data in the blockchain while
raw data is stored in a secure storage platform, to guarantee
data privacy and integrity. The proposed model was able to
overcome the issues generated with the centralized nature of
the current IoT data management system.

Table II compares the proposed model with pertinent current
solutions. This table proves the uniqueness of our methodol-
ogy.

IV. PROPOSED BLOCKCHAIN-AS-A-SERVICE (BAAS)
ARCHITECTURE

We propose a novel Blockchain-as-a-Service (BaaS) archi-
tecture for the L5GO ecosystem to overcome each of the
potential challenges are explicitly described in Section II. This
section explains the proposed BaaS architecture in detail.

The proposed BaaS architecture operates as an overlay
entity which is spread across the L5GO ecosystem. An overlay
blockchain will be utilized to provide blockchain-based ser-
vices proposed in the BaaS architecture. This blockchain can
be implemented in two different ways: as a public blockchain
and as a consortium blockchain. In the public blockchain
implementation, it is possible to utilize the existing blockchain
platforms (e.g., Ethereum) to implement the services proposed
in the BaaS architecture. However, this is expensive as the
operation cost could increase with the value of the digital
currency. Moreover, operational latency can also increase with
the congestion of the network.

Therefore, we propose to use consortium blockchain for
the BaaS architecture, as reflected in Fig. 2. Each stakeholder
(i.e, MNOs, L5GOs, VNF providers, IoT tenants and cloud
service providers) of the L5GO ecosystem can participate
in maintaining the blockchain: they can deploy their own
blockchain nodes (i.e., miners, full nodes, or light nodes), as
illustrated in Fig. 2.

The blockchain deployment model can be customized as
per the requirements of each stakeholder. For instance, the
deployment setup of mining nodes and peer nodes can be de-
fined as per the requirement. MNOs and L5GOs are operable
as miner nodes which perform mining and peer transactions.
The VNF and cloud service providers can be operated as miner
nodes since they have enough resources. The corresponding
blockchain nodes for IoT nodes can be deployed on fog
computing nodes which may be comparably less in computing
power. In such a case, the IoT tenants blockchain nodes are
only operable as full nodes in the blockchain that perform
transactions committing to the network.

Moreover, the blockchain node assigned to each stakeholder
is capable of performing the customized services in the system.
For instance, the blockchain node in IoT tenants can handle
the IoT data management services to share with third-party
services via the smart contracts. The key benefits of the
integration of blockchain nodes to fulfill the services include
the capability of handling comparably higher volumes of
transactions in contrast with cloud-oriented architectures, and
eliminating latency by the local blockchain node. The cloud
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Fig. 2: The deployment of blockchain for the BaaS architecture

service invocation includes a data transit leg over the internet
and forms a bottleneck when a higher volume of transactions
is received by the system. Furthermore, the blockchain node
provides perimeter security by allowing service deployment
closer to the stakeholder.

A. Key Components of the Architecture

The proposed BaaS architecture is designed to offer various
services for different stakeholders in the L5GO ecosystem.
Here we propose a modularized service architecture. The BaaS
architecture consists of different blockchain-based functions
which are similar to network functions (NFs) in 5G networks.
In contrast to the typical NFs in 5G, these blockchain-based
functions are implemented on top of the blockchain by uti-
lizing smart contracts. Then, these blockchain-based functions
can be combined together to implement different blockchain-
based services. These blockchain-based services are able to
provide meaningful services for the stakeholders in the L5GO
ecosystem. Multiple blockchain-based functions have to coop-
erate together to deploy each blockchain-based service. The
operation of these functions and designed services can be
customized according to the requirement and characteristics
of the stakeholder.

1) Stakeholders:The proposed BaaS architecture is de-
signed to provide services for different stakeholders in an
L5GO ecosystem. Here we list all the stakeholders who are
interacting in L5GO networks.

� L5GOs: This is the main stakeholder of the ecosystem,
participating in all the services discussed in Section VI.
The proposed BaaS architecture can support multiple
L5GOs and support coordination among them.

� MNOs: One of the mobile service providers in roaming
and of�oading domains. Also, the operators who are
willing to sell their own spectrum in the marketplace.

� Mobile subscribers: End users who receive mobile net-
work services.

� VNF vendors: The companies who trade VNF as a
service.

� IoT data sellers/Tenants:L5GOs who sell the collected
IoT data.

� Third Party Buyers: Entities who intended to purchase
the resources that are advertised in the marketplace.

� Cloud service providers:Vendors who ful�ll the storage
requirements of the system.

2) Functions: The BaaS architecture supports the mod-
ularized approach by de�ning a series of blockchain-based
functions. These functions comprise the main building blocks
of blockchain-based services enabled by the proposed architec-
ture. The key blockchain-based functions supported by BaaS
are as follows.

� Subscription Management Function (SMF): Manage
the registration of the stakeholders and service applica-
tions.

� Marketplace Function (MF): Accommodate buying and
selling services such as spectrum, VNFs, and IoT data.

� Reputation Management Function (RMF): Maintain
the service quality of the system.

� Selection Function (SF):Execute selection strategies for
picking optimal network providers (both roaming and
of�oading domains) and subscribers (of�oading domain).

� Fraud Prevention Function (FPF): Enforce measures
to avoid the occurrence of roaming frauds.
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� Data Management Function (DMF): Provide IoT data
storage and access solutions.

� Agreement establishment and Payment settlement
Function (APF): Facilitate dynamic agreement negoti-
ation and allow secure money transfer.

More details with respect to functions and implementation
are presented in Section V.

3) Services:The BaaS architecture can be used to deploy
different blockchain-based services for the L5GO stakeholders.
The initiation of a blockchain-based service in BaaS architec-
ture is done by combining the previously de�ned blockchain-
based functions diversely. The functions de�ned above must
be concatenated to a certain degree to deploy each blockchain-
based service. Here, we list the some of the most important
blockchain-based services which can be deployed by using the
the previously de�ned blockchain-based functions.

� Roaming Service: Enable ef�cient roaming between
MNOs and L5GOs.

� Of�oad Service: Facilitate ef�cient network load balanc-
ing.

� Spectrum Sharing Service: Accommodate spectrum
trading between MNOs and L5GOs.

� VNF Management Service: Empower VNF resource
trading between VNF vendors and L5GOs.

� Identity Management Service: Carry out stakeholder
and resource registration operations.

� IoT Data Management Service:Enable L5GOs to share
IoT data with third-party services.

More functional and implementation details about the ser-
vices described above are presented in Section VI.

V. K EY FUNCTIONS OFBAAS ARCHITECTURE

The BaaS platform is a modularized architecture that com-
prises several blockchain-based functions. These functions
behave as modules, which enables service providers to as-
semble them based on their diversi�ed requirements and then
to produce services. Some of such services are proposed
in Section VI. These functions are necessarily structured to
address the previously presented potential challenges in an
L5GO ecosystem in Section IV. We have proposed seven
such functions, and their respective operations are coded
in the Ethereum smart contracts. The required services can
be invoked by calling one or many functions sequentially,
depending upon the requirements. The �nal outcomes of
these combined functions—known as services—are explicitly
explained in the next section.

The fundamental phases of the proposed functions are
depicted in Fig. 3. The rest of the section presents the internal
operation of the proposed BaaS functions. Table III depicts
the summary of notations used throughout this section.

1) Subscription Management Function (SMF):The very
�rst step is the registration of the stakeholders and service ap-
plications with the system. The service management function
is proposed to serve the registration purpose. It allows the sys-
tem to register details of stakeholders and various application-
associated resources to the blockchain by the following steps.

TABLE III: Summary of notations

Notation Description

BandwidthAvailable Available Bandwidth
BandwidthSystemMaximum Maximum Bandwidth of the System

Ci , CP ith Cost, Product Cost
CapacityAvailable Available Capacity

CapacitySystemMaximum Maximum Capacity of the System
CostActual Actual Cost

CostMaxSystem Maximum Cost of the System
DAi , DDi ith Advertised Data, ith Deviation Data
Di , DTi ith Data, ith True Data

JA , JD, JS Allowed Jitter, Jitter Deviation, Session Jitter
LA , LD, LS Allowed Latency, Latency Deviation, Session Latency

PBA Allowed Blocking Probability
PBD Blocking Probability Deviation
PBS Session Blocking Probability
PLA Allowed Packet Loss
PLD Packet Loss Deviation
PLS Session Packet Loss
RP Network Provider's Reputation Score

RPMA new New Moving Average of the Reputation Score of a
Network Provider

RPMA old Old Moving Average of the Reputation Score of a Net-
work Provider

RS Seller's Reputation Score
RSMA new New Moving Average of the Reputation Score of a Seller
RSMA old Old Moving Average of the Reputation Score of a Seller

SC Cost Score
SO, SR Of�oading Score, Roaming Score
SRF Seller Rating Factor

SSAvailable Available Signal Strength
SSSystemMaximum System's Maximum Signal Strength

WCi Weight of ith Cost
WCP Product Cost Weight
WDi Weight of ith Data
WDDi Weight of ith Deviation Data

WJ, WL Jitter Weight, Latency Weight
WPB Blocking Probability Weight
WPL Packet Loss Weight
WRS Seller's Reputation Weight

Step 1: MNOs or L5GOs can record each stakeholder or
resource details. This information stores off-chain
and adds the hash of the registry data structure in
the distributed ledger. Here different stakeholders
need to provide different information during the
registration. Table IV presents a list of parameters of
each user that can be collected during the registration
process. Some of this information, such as resource
information, can be changed dynamically.

Step 2: Next, the blockchain assigns a unique ID and a
universal wallet to each user.

User veri�cation is also handled under this module as
follows.

Step A: User sends a request for access along with their
universal identity, whenever the user on-boards to
the L5GO network.

Step B: Consequently, the edge node searches for the
stored hash value for the corresponding received ID
from the distributed ledger and hashes the received
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Fig. 3: Key functions of the proposed BaaS architecture.

user information.
Step C: Then, the edge node will grant access if the stored

and received hash values are the same.

TABLE IV: Registration details.

Types Parameters

Stakeholders
MNOs, L5GOs Id, Network bandwidth, Network

capacity, Charging scheme
Subscribers, IoT
device owners,
Sellers, Buyers

Id, Name, Social security number,
Home address

Resources

Spectrum Id, Price, Detailed Description,
Leasing period, GPS location,
Owner's address, Band range,
Channel Quality (SNR)

VNFs Id, Price, Detailed Description,
Leasing period, GPS location,
Owner's address, VNF type, VNF
developer, Memory, Disk space,
CPU cores

IoT data Id, Price, Detailed Description,
Leasing period, GPS location,
Owner's address, Data source
URL, Data stream type, Company
name

IoT devices Id, Owner address

2) Marketplace Function (MF):Marketplace function is
proposed to create a platform for sellers to advertise their
products and for customers to purchase products conveniently.
Different section algorithms and bidding mechanisms can be
integrated with this function via smart contracts for selecting

the best available product. Use of smart contracts can be
further utilized to automate the selection process. The step-by-
step process for automatic selection of a product is explained
below.

Step 1: Buyer inputs the purchasing information such as
the leasing period, GPS location, expected rating, etc.

Step 2: Next, a Seller Rating Factor (SRF) is calculated
for each seller as below; this rating factor is used to
select the suitable seller for each buyer request.

SRF = RS � W RS=CP � W CP (1)

Step 3: Subsequently, a seller is selected for each buyer
based on the following condition:
If the condition (Minimum Rating Threshold [MRT]
< SRF) is true, then MRT is updated with the SRF
value and returns the ID of the particular product.

However, product purchase can be done in two ways.
Namely, direct purchasing and open auction. The below men-
tioned steps should be followed to purchase a product directly
from the seller.

Step L4: Initially, a buyer inputs the ID of the product.
Step L5: System checks the availability of the product and

whether the buyer has enough cash.
Step L6: Transfer the product ownership to the buyer.
Step L7: Buyer pay the seller by sending payment.

The open auctioning method is implemented as follows:


